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Abstract
Conventional quantum key distribution (QKD) uses a discrete two-dimensional Hilbert
space for key encoding, such as the polarization state of a single photon. In contrast,
high-dimensional QKD allows encoding onto a larger state space, such as multiple
levels of a continuous variable of a single photon, thus enabling the system to achieve
higher photon information efficiency (bits/photon) and potentially higher key rate
(bits/second). However, its deployment requires high-performance source, detector,
and routing technologies tailored to the specific large-alphabet encoding scheme. One
such high-dimensional QKD system of interest is based on time-energy entanglement,
in which keys are derived from the arrival times of photon pairs generated from
continuous-wave (CW) spontaneous parametric downconversion (SPDC).
This thesis focuses on the implementation of a time-energy entanglement-based
QKD system, with the development of several enabling technologies including an
efficient single-spatial-mode source of time-energy entangled photons based on a
periodically-poled KTiOPO 4 (PPKTP) waveguide, GHz self-differencing InGaAs single-
photon avalanche diodes (SPADs), and the first demonstration of non-locally dispersion-
canceled Franson quantum interferometry achieving 99.6% visibility. We then utilize
these technologies to perform two full QKD protocols. The first protocol uses SPDC-
generated entangled photons for both key extraction and Franson interferometry,
yielding a secure key rate -90 kbits/s with up to 4 bits/photon after error-correction
and privacy amplification. The second protocol deploys two different photon sources:
an amplified spontaneous emission (ASE) source is pulse-position modulated to per-
form random key generation, and a CW-SPDC source is for Franson security check. In
this latter case, we have achieved a secure key rate 7.3 Mbits/s with 2.9 bits/photon,
which represents the state-of-the-art in today's QKD technology.
Thesis Supervisor: Franco N. C. Wong
Title: Senior Research Scientist
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Chapter 1
Introduction
The development of quantum mechanics has opened up new opportunities in many
well-established fields such as communication, cryptography, and metrology. Using
the idea of entanglement, many schemes have been proposed for providing secure
communication between two parties [1, 2], realizing polynomial-time computation for
classically intractable problems [3, 4], and beating the standard quantum limit in pre-
cision metrology [5, 6]. The foundation of these new schemes lies in the superposition
of quantum states, which can be experimentally realized by entangling various phys-
ical properties of a quantum object, such as an atom, an ion, or a photon. Among
all the physical systems that can implement quantum information processing (QIP)
tasks, the photon is an unbeatable choice for long-distance transmission of quan-
tum information, because of its limited interaction with the environment and other
photons. To date, photonic entanglement has been demonstrated in many degrees
of freedom, such as polarization, momentum, frequency, time-bin, etc. It has been
extensively used for testing the validity of quantum mechanics, superdense encod-
ing of classical information [11, 12] , and the security limits of today's quantum key
distribution (QKD) technology [12, 13, 14].
QKD is a technique that allows for secure distribution of keys to be used for en-
crypting and decrypting messages. An important and unique property of QKD is the
ability of the two communicating parties to detect the presence of any eavesdropper
(Eve) trying to gain knowledge of the key. This results from a fundamental aspect
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of quantum mechanics: the process of measuring a quantum system in general dis-
turbs the system. Any third party trying to eavesdrop on the key must in some way
measure it, thus introducing detectable anomalies. By using quantum superpositions
or quantum entanglement and transmitting information in quantum states, a com-
munication system can be implemented which detects eavesdropping. If the level of
eavesdropping is below a certain threshold, a key can be produced that is guaranteed
to be secure, otherwise no secure key is possible and communication is aborted.
The security of QKD relies on the physics of quantum mechanics, in contrast to
traditional key distribution protocol which relies on the computational difficulty of
certain mathematical functions, and cannot provide any indication of eavesdropping
or guarantee of key security. QKD is only used to produce and distribute a key, not
to transmit any message data. This key can then be used with any chosen encryption
algorithm to encrypt and decrypt a message, which can then be transmitted over
a standard communication channel. The algorithm most commonly associated with
QKD is the one-time pad, as it is provably secure when used with a secret, random
key.
There are several different approaches to QKD, but they can be divided into two
main categories depending on which property they exploit.
1.0.1 Prepare-and-measure protocols
In contrast to classical physics, measuring an unknown quantum state changes that
state in some way. This underlies results such as the Heisenberg uncertainty principle,
and no-cloning theorem. This can be exploited in order to detect any eavesdropping
on communication and, more importantly, to calculate the amount of information
that has been intercepted.
The most well-known prepare-and-send technique of QKD was proposed by Charles
H. Bennett and Gilles Brassard in 1984, describing a protocol that would come to be
known as BB84 [1]. BB84 was originally described using photon polarization states
to transmit information; no entanglement was required. The sender (traditionally
referred to as Alice) and the receiver (Bob) are connected by a quantum commu-
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nication channel which allows quantum states to be transmitted. In addition they
communicate via a public classical channel. The security of the protocol comes from
encoding the information in non-orthogonal states or conjugate states. Any two pairs
of conjugate states, and the two states within a pair orthogonal to each other, can
be used for BB84 protocol. Quantum mechanics ensures that these states cannot in
general be measured without disturbing the measurement result on the other conju-
gate states. The usual polarization state pairs used are either the rectilinear basis
of vertical (V) and horizontal (H), the diagonal basis of 450 and 135' or the circular
basis of left and right hand polarizations.
In BB84, Alice first prepares her photon randomly in one of the two orthogonal
polarization states in either basis to denote a bit 0 or 1. Then she randomly selects
one of her two conjugate basis to send the photon to Bob. Bob randomly decides on
which one of the conjugate basis he measures the photon from Alice, and he records
the measurement result. After Alice and Bob repeat the above procedure for all the
bits they communicate, they announce over the public channel their choices of basis
for sending and measuring the bit. Alice and Bob both discard bits where they did
not use the same basis, which is half on average, leaving the other half as sifted keys.
To check for the presence of Eve, Alice and Bob compare a certain subset of
their remaining bit strings. If Eve has gained any information about the photons'
polarization, this introduces errors in Bob's measurements. If more than certain
percentage of bits differ, they abort the key and try again. The percentage of error
is chosen so that if the number of bits known to Eve is less than this value, privacy
amplification can be used to reduce Eve's knowledge of the key to an arbitrarily small
amount.
1.0.2 Entanglement-based protocols
The quantum states of two separate objects can become correlated in such a way that
they cannot be described by factorizable individual states, but only as one combined
quantum state. This is known as entanglement and means that, for example, per-
forming a measurement on one object affects the other. If an entangled pair of objects
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is shared between two parties, anyone intercepting either object alters the overall sys-
tem, revealing the presence of the third party and the amount of information she has
gained.
One instance of entanglement-based protocols is the Ekert scheme in 1991 [2] that
uses polarization entangled pairs of photons. These pairs can be created by Alice, by
Bob, or by sbme source separate from both of them, including Eve. The photons are
distributed so that Alice and Bob each ends up with one photon from each pair, and
they can measure polarizations with different bases to achieve shared keys similar to
the BB84 protocol.
The security of this scheme relies on two properties of entanglement. First, the
entangled states are perfectly correlated in the sense that if Alice and Bob both
measure whether their particles have vertical or horizontal polarizations, they always
get the same answer with 100% probability. The same is true if they both measure any
other pair of orthogonal polarizations. However, the particular results are completely
random; it is impossible for Alice to predict if she (and thus Bob) will get vertical
polarization or horizontal polarization. Second, any attempt at eavesdropping by Eve
destroys these correlations in a way that Alice and Bob can detect. The original Ekert
protocol consists of using three possible states and testing Bell inequality violation-
an important signature of entanglement-for detecting eavesdropping. The results
Alice and Bob obtained using different polarization orientations could be publicly
announced and used to construct the S value used in the Clauser-Horne-Shimony-
Holt (CHSH) form of Bell's inequality [93]. By finding S, which equals to 2V2 for
maximally entangled pairs, Alice and Bob could tell whether any eavesdropper had
measured the polarization state as this would change or destroy the entanglement
and thus prevent the maximal violation of the CHSH inequality.
A common problem for different QKD approaches is the possibility of a photon
number splitting (PNS) attack. Because true single-photon sources are currently im-
practical to implement, QKD experiments typically make use of highly attenuated
laser light. Attenuating light in this way will not produce antibunched photons, so
some photons will be produced in multiphoton bunches. In this case, it is possible
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for an eavesdropper to split off and store a single photon while the other photons
are received by legitimate parties without any effect on their polarization [7]. The
eavesdropper could then monitor the public announcement of bases and make mea-
surements using the correct bases, leading to an undetected information leak. With
regards to a PNS attack, there are benefits to using an entanglement-based QKD
method. This is because the likelihood of simultaneously producing and detecting
two entangled photon pairs is low so that the effectiveness of a PNS attack is reduced
[9]. An additional benefit of entanglement scheme is it does not require a random
number generator [9, 10], which is difficult to construct and its randomness is also
hard to verify. Various other QKD schemes based on entanglement were invented and
shown to be secure against more refined attacks [9, 8], with an entanglement-based
QKD scheme being first fully experimentally implemented in 2000 [9].
The implementation of entanglement-based QKD systems is significantly more
complicated than their attenuated laser light counterparts, because it involves gener-
ation of highly entangled photon pairs, and entanglement is fragile under loss and vari-
ous noise in the system. Nevertheless, entanglement-based QKD is still highly sought-
after because it is arguably more secure as mentioned above, and more importantly
its security can be tested experimentally by the violation of CHSH inequality. In fact,
strong violation of the CHSH inequality has been routinely reported given today's
technologies [16, 18, 19, 36, 79, 60], with two-photon quantum-interference visibility of
>99% for polarization-entangled photons. The ability to measure high quality entan-
glement provides Alice and Bob a powerful means to safeguard their communication,
by allowing them to detect Eve's intrusion and to determine how much information is
leaked to Eve. However, the major problem with current entanglement-based systems
is the low key rates which typically remain at the order of kbits/s. Such rates would
hardly sustain any robust real-world applications, because most situations favor the
use of classical crypto-systems which commonly have throughputs over Mbits/s or
even Gbits/s. The low rates of current QKD systems have been attributed to the
imperfections of the experimental equipment, especially the low detection efficiencies
of single-photon detectors. However, the more fundamental cause of low rates lies in
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the trade-off between the photon-pair flux produced by the quantum light source and
the quality of the entanglement that is essential to the security of QKD. Such a trade-
off is unavoidable because of the Poissonian statistics of the photon pairs generated
from dominantly used nonlinear optical processes, such as spontaneous parametric
downconversion (SPDC) or four-wave mixing: one has to operate the source in the
low-flux regime such that the probability that more than one photon pair produced
during the detection time window is small. The question is therefore how to achieve
a high key rate of the QKD system with a limited photon-pair flux produced by the
source.
1.1 Motivations
In this dissertation, we answer the question raised above by using high-dimensional
entanglement. Namely, multiple bits per photon, instead of one qubit for polarization
entanglement, can be realized by simultaneously generating entanglement either in
discrete variable degrees of freedom of a single photon including polarization, momen-
tum and spatial mode, or using continuous-variable (CV) entanglement whose num-
ber of dimensions is practically infinite. Hyperentangled photon pairs in polarization
and momentum have already been implemented using the bulk-crystal SPDC process
[56], realizing two qubits per photon. Meanwhile, time-energy entanglement, which
is CV in nature, was proposed for high dimensional QKD [63] because of the large
time-bandwidth product of SPDC. Among different degrees of freedom for encoding
information, we clearly favor using high dimensions in time-energy entanglement, as
advances in ultrafast optics and frequency metrology have enabled high-precision and
high-accuracy control and measurements of temporal events. The advantage of us-
ing time encoding over other methods like orbital-angular-momentum (OAM) spatial
modes is also apparent for practical reasons, as OAM encoding require very complex
design and implementation of free-space transceivers, and any turbulence in the free-
space channel would severely degrade the QKD performance. On the other hand,
time-bin encoding has been proven ideal for transmitting a quantum state to long
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distance with relatively low loss and decoherence in standard telecom fiber networks
[34, 35, 33, 13]. In fact, some of the record-breaking long distance entanglement
distribution experiments used time-bin encoding, and good quantum-interference vis-
ibilities still persisted despite transmission over 150 km of fiber [34, 35, 33, 13]. These
encouraging results bode well for fiber-based QKD with high-dimensional encoding
using time-energy entanglement.
Alice
1 pair coincidence
Bob
T
L L
Figure 1-1: Schematic of time-energy entanglement based high-dimensional encoding.
In a synchronized frame of duration T, a coincident time-binned arrival of a pair of
CW SPDC photons at Alice and Bob constitute n bits of information when the
number of time bins in one frame is 2".
It is important to note that time-energy entanglement is an intrinsic characteristic
of continuous-wave (CW) pumped SPDC, in which the downconverted photon pairs
are perfectly correlated in time, and anti-correlated in frequency. Let us first briefly
describe how high-dimensional time-energy entanglement based encoding works. As
schematically shown in Fig. 1.1, the time-energy entangled photon pairs generated
from CW-SPDC are sent to Alice and Bob, each receiving one photon of a pair. With
synchronized clocks, Alice and Bob measure the arrival times of their respective pho-
ton of a temporally coincident pair within a frame T composed of 2' time bins of
duration T. Based on binary information they then extract n bit values per detected
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pair in a frame. Ultimately, the number of temporal bits per photon is limited by the
number of independent basis states spanning the Hilbert space, which is also known
as the Schmidt number and given by the ratio of pump laser's coherence time to the
two-photon correlation time of the SPDC source. Howell proposed that it would be
possible to create a "qudit" with dimension as high as d = 106 (20 bits per photon)
with time-energy entanglement, assuming detectors have timing resolution that is
comparable to the SPDC correlation time. Unfortunately, in practical situations, the
single-photon detector timing jitter (at best -30 ps) greatly exceeds the correlation.
time of the order of -1 ps of entangled photon pairs. This means the maximum
Schmidt number could not be achieved with current single-photon detection technol-
ogy. Such a limitation may be overcome by a recently proposed scheme called Dense
Wavelength-Division Multiplexing QKD (DWDM-QKD) [64]. Because of the conju-
gate nature of temporal and spectral correlations in SPDC, DWDM-QKD extends the
standard time-energy encoding by employing commercially available DWDM optical
networks to measure the time-energy entangled photons in spectral bases without de-
molishing them, and then to measure in time bins. This way, the maximal number of
bits per photon could be approached using present-day sources and detectors, because
after DWDM filtering the photon correlation time would be increased to equal to the
detector jitter time. We should point out that one drawback of the DWDM scheme
is that multiple detectors need to be installed with one for each spectral channel at
Alice or Bob, which could be costly.
1.1.1 High-dimensional vs. qubit encoding
Compared with conventional QKD that uses a discrete two-dimensional Hilbert space
for key encoding (for instance, the polarization state of a single photon), high-
dimensional QKD, like the time-energy scheme just mentioned, uses a larger state
space consisting of multiple levels of a CV of a single photon, which should increase
the photon information efficiency measured by bits per photon. However, of more
practical importance for any QKD system is the secure key throughput measured by
bits per second. Therefore it is imperative to ask the question: in which situations is
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high-dimensional encoding preferred over qubit encoding to yield a higher throughput
for the QKD application?
To answer this question, we have to specify certain important hardware require-
ments of QKD such as the photon generation rate of the source Rs, and the detector
timing resolution Td. The size of each time bin therefore should be at least equal to
rd. If there is exactly one entangled photon pair generated in a time frame of 2" bins,
then the overall key rate R can be estimated as
n
R rd2n
assuming the channel loss and detector efficiencies are fixed. Note that Eq. (1.1) is
a monotonically decreasing function of n, implying that the maximum key rate is
attained using binary encoding (n=2). However, in practice, photon-pair generation
rate of even the state-of-the-art sources is significantly lower than the maximum rate
supported by the detectors, 1/Td, where Td is typically on the order of 100 ps. In
this case, if traditional binary encoding is used, then the maximum throughput is
proportional to Rs, and any two detection events are, on average, separated by a
large number of empty time bins. In contrast, with the same source generation rate
RS, high-dimenstional encoding across a frame of length 2" ~ (R, -Td)-' yields n bits
per detection event, increasing the maximum throughput rate to nRs. With typical
source generation rates in the 106 s-1 range and detector resolution of -100 ps, this
benefit can be sizeable. In such a scenario, high-dimensional encoding makes more
efficient use of the available detection resources and can significantly increase the
throughput.
1.1.2 Prepare-and-measure vs. entanglement-based protocols
It is noticed that the high-dimensional time-bin encoding in our case parallels a
signal modulation scheme called pulse-position modulation (PPM) in classical com-
munications. The main difference between the two is that PPM uses a single pulse
of electromagnetic energy as information carrier, whereas in the QKD case we use
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a single photon. The quantum state shared between Alice and Bob in our case is
therefore in the form of
1<) oc tl)A ltl)B + t2)Alt2)B + ... t2n)A t2n)B, (1.2)
where Iti) denotes the ith time bin in a 24-bin frame. When the size of each time bin
approaches the correlation time of SPDC, ti)Alti)B becomes a Schmidt basis of time-
energy entanglement. For QKD, a suitable mechanism for checking the security of
the communication channel must be implemented. Analogous to qubit QKD, either
prepare-and-measure (BB84) or entanglement-based (Ekert) protocols can be applied
for high-dimensional QKD. For the former, we need to identify a Mutually-Unbiased
basis (MUB) that is conjugate to the temporal basis in Eq. (1.2). In a Hilbert space
of dimension d, a set of MUBs consists of two or more orthonormal bases such that
the square modulus of the inner product between all basis states from different sets
equals 1/d. For instance, for one base {Ie,)Alej)B} that is mutually unbiased to the
temporal base {Iti)Alti)B}, the following should be satisfied.
1
I(tiJB(tiJA lej)A ej)B 12 = , i, j C {1,2, ...d}. (1.3)
It is mathematically proven that for a d-dimensional space, there exists d + 1 sets
of MUBs. [119] proposed a dispersive-optics QKD scheme where they found a MUB
conjugate to the temporal basis called the dispersive basis. The dispersive basis is
obtained by inserting equal amplitude but opposite sign group-velocity dispersions
(GVD) in Alice and Bob's channels from the source and performing a coincidence
measurement with two high-resolution single-photon detectors. In essence, the effect
of dispersion is to significantly spread out the single photon wave packet such that its
frequency components are well resolved in time, and thus the frequency correlation
between the two photons can be by detected. In QKD, Alice and Bob continuously
monitor the quantum bit error rate (QBER) measured in both temporal and dis-
persive bases, and eavesdropping can then be detected if in either basis a surge of
QBER is observed. However, the security of this dispersive-optics protocol relies on
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the condition that the detector resolution matches the correlation time (-1 ps) of
time-energy entangled pairs, which is practically impossible given today's detector
technology.
The entanglement-based protocols (like Ekert91), on the other hand, do not re-
quire direct measurement in MUBs but use quantum interferometry to characterize
the entanglement, therefore they are not limited by detector resolutions. Meanwhile,
it is well known that Franson quantum interferometry [68] performs a Bell's inequality
type of test on time-energy entangled photons, and the interferometric measurement
does not need very high timing resolution as long as the detection window is smaller
than the long-short path difference of the interferometer. It is clear in our context
that the entanglement-based QKD has an advantage over the MUBs scheme as far
as hardware limitation is concerned. Therefore, in this dissertation, we will focus on
the development of a high-dimensional time-energy entanglement based QKD system,
whose security will rest upon the quantum interferometric measurement that can be
used to indicate the presence of Eve and bound her information gain.
1.2 System requirements for high-dimensional
entanglement-based QKD
Previously, [63] reported a preliminary demonstration of time-energy entanglement
based QKD using Franson interferometry. However, a number of critical components
for QKD are missing in that work. First, the demonstrated security by violation of
Bell's inequality in Franson interferometry is only good for Eve's positive-operator
valued measurement (POVM) attack, and the protocol is not established for general
types of attacks. Second, it is not shown how to calculate the information gained
by Eve (unsecure bits per photon) through the Franson measurement, therefore the
secure information shared between Alice and Bob is unknown. Third, error-correction
and privacy amplification steps are missing, so there is no way to obtain the final
throughput of that system. Lastly, the performance of the hardware, including the
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entangled-photon source, the Franson interferometer, and the single-photon detectors
is not specifically tailored for high-dimensional encoding, therefore it provides little
evidence that high-dimensional QKD is actually preferred over conventional qubit
encoding.
It is then important for us to examine in great detail the hardware requirements
for implementing high key rate QKD system, including various performance met-
rics for the entanglement source, the precision of the interferometric measurement
apparatus, characteristics of the single photon detectors, and other necessary signal
routing techniques. Eventually, the performance limits of all hardware components,
together with software (e.g., error-correction code) efficiency, should be taken into
account when analyzing the security and overall key throughput of high-dimensional
QKD. In fact, prior theoretical studies on high-dimensional QKD [74, 75] already
hinted at a strong dependence of the secure key rate on the overall transmission effi-
ciency of photons, as well as the amount of two-photon correlation between Alice and
Bob that is likely undermined by channel noise and equipment imperfections. Hence,
special design considerations are required for implementing the source, detector and
interferometry.
Let us briefly review the critical requirements of entanglement-based QKD for
achieving a high secure key rate. Let us start with a high-brightness source of entan-
gled photons. Most commonly used SPDC sources today are based on bulk nonlinear
crystals, with a typical generation rate on the order of 104-105 pairs/s/mW of pump.
Under CW pumping, common nonlinear materials can be damaged if pump power is
sustained at ~100 mW level. Hence, the maximum source generation rate is capped
at 106-107 pairs/s using bulk crystals. For higher flux, it is desirable to use a nonlin-
ear waveguide based source, whose generation efficiency has been demonstrated to be
about 1-2 order of magnitudes higher than its bulk counterpart. Furthermore, waveg-
uides reportedly have a higher damage threshold of -1 W of CW pumping, bringing
the maximum source rate to 108-109 pairs/s. In this work, we will exclusively use
a SPDC source based on type-II periodically-poled KTiPO4 (PPKTP) waveguides.
The choice of type-II phase matching allows us to conveniently separate the signal and
32
idler photons of an entangled pair using a polarizing beam splitter, which is generally
desirable for subsequent nonlocal measurements without the need for post-selection.
The overall transmission efficiency of photons, which includes the source extraction
efficiency, fiber transmission, and the detector efficiencies, critically determines the
performance of high-dimensional QKD. In this dissertation, we will focus our effort on
optimizing the spectral filtering and coupling efficiencies of the waveguide-generated
photons into the fiber communication channel at telecom wavelengths. Unlike bulk
crystal sources that output photons in multiple overlapping spatial modes, waveguide
sources generate SPDC in a single mode or a small number of spatial modes that can
potentially be separated. Once the fundamental mode of the waveguide is isolated,
by means of filtering, we can design and optimize the collection optics to extract the
photon pairs into a fiber. The key then lies in the understanding of spatial-spectral
properties of guided modes dictated by the intrinsic modal dispersion characteristics
of PPKTP waveguides, which we will explore first in this thesis.
For single-photon detectors, we will briefly describe our collaborative work with
the National Institute of Standards and Technology (NIST) on a high-speed self-
differencing (SD) InGaAs single photon avalanche photodiode (SPAD) that is specifi-
cally designed for the high-dimensional QKD application. In contrast to conventional
InGaAs SPADs with a typical gating frequency of ~1 MHz, the SD technique enables
a gating frequency in the -1 GHz range, and thus a maximum photon counting rate
possibly exceeding 100 MHz. We will report our characterization of the SD InGaAs
SPADs using both attenuated laser light, as well as correlated photon pairs. How-
ever, since the development of high-efficiency detectors is not a main focus of this
dissertation, in most contexts we will only mention the relevant performance of the
detectors when they are used in a specific measurement.
In addition to a high system efficiency, our proposed QKD would only thrive
if the interferometric measurement of photon pairs exhibits excellent entanglement
quality. This requires we start with a SPDC source of virtually perfect entanglement
(maximally entangled state), and moreover, any causes of degradation in the inter-
ferometric measurement apparatus need to be identified and overcome. We note that
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the entanglement quality of time-bin or time-energy degree of freedom, often used in
fiber-optic systems, has not achieved the same level as that of the more commonly
used polarization qubits; while polarization entanglement with > 99 % quantum-
interference visibilities is routinely obtained [79, 80], the highest reported raw Fran-
son interference [68] visibility is only 95.6 % [81]. We will investigate limitations of
the current Franson interferometer setup, particularly looking at the dispersion ef-
fects in a nonlocal measurement setup, and develop techniques to compensate for any
dispersion-induced imperfection in the measurement apparatus.
Later in the thesis we will concentrate on the integration of various components de-
veloped to demonstrate a high-dimensional entanglement-based QKD protocol. The
protocol utilizes two different sources of photons, one for key encoding using amplified
spontaneous emission (ASE) noise, the other for the security check using waveguide-
generated SPDC photon pairs. The photons from either source are indistinguishable
from one another because of their identical statistical property: each of them is in
a thermal state with the same spectrum and polarization. Hence Alice can perform
a PPM modulation on the ASE photons (supplied by a random bit stream) before
sending them to Bob to generate keys. Whereas for checking security, Alice then
chooses to send Bob a SPDC photon instead of an ASE photon to complete the
quantum interference measurement. Since Eve cannot distinguish between the pho-
tons from different sources, she is not able to know when Alice and Bob performed
key generation and when they conducted the security check. The advantage of using
two sources is that the key throughput decreases only linearly with detector efficien-
cies, instead of quadratically as occurs when only a SPDC source is used, because
now Alice effectively has 100% transmission efficiency. With proper error correction
and privacy amplification processing, we will report the final secure key rate and the
photon information efficiency of our QKD protocol. Lastly we will discuss how the
performance of our system could improve if more advanced single-photon detection
technology, such as WSi superconducting nanowire detectors, are used.
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1.3 Thesis organization
This thesis is organized as follows. We present a brief theoretical study on waveg-
uided SPDC in Chapter 2 that gives the preliminaries for the high-rate generation of
entangled photon pairs from an ion-infused waveguide fabricated on a X nonlinear
crystal. Chapter 2 also provides us with analytical as well as numerical tools for
the design and simulation of waveguide's modal dispersion characteristics. Chapter
3 details the development and characterization of the waveguided SPDC source for a
high-dimensional entanglement-based QKD system. We focus on single-spatial-mode
operation of the waveguide, and optimize its spectral filtering and fiber coupling effi-
ciencies. The source characterization in low-flux and high-flux limits is investigated,
and the SD InGaAs SPADs are configured to achieve a high raw key rate and a
high Franson interference visibility at the same time. We then shift our attention to
high-fidelity Franson interferometry in Chapter 4, where we address the dispersion
issue that has so far prevented interference visibility to reach its theoretical limit.
We elaborate on the frequency-correlation measurement nature of Franson interfer-
ence, and describe a conjugate form of interference to measure time-correlations of
entangled photons. The integration and demonstration of the overall QKD system is
presented in Chapter 5, where we outline in detail the protocol, and the experimen-
tal setups. Results for both key encoding and quantum interference measurements
are reported, which, together with error-correction coding and privacy amplification
procedure, yields us the final key rate measured both in bits per second and bits per
photon. Finally, Chapter 6 concludes the thesis with the summary of contributions
and future prospects of the presented work for quantum communication.
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Chapter 2
Preliminaries
2.1 Theory of waveguide SPDC
SPDC generation efficiency in bulk crystals is typically in the range of 10-12 to 10-8,
depending on the type of crystal, the crystal length, collection angle and bandwidth.
Moreover, the total output flux from a bulk crystal is linearly proportional to the
pump power and is not dependent on pump focusing. On the other hand, several
groups have demonstrated that a nonlinear waveguide yields a significantly higher
SPDC efficiency [26, 27, 28, 30, 31, 38]. Fiorentino et al. made a direct comparison
between the outputs from a waveguide on PPKTP and a bulk PPKTP crystal. A
50-fold enhancement was observed in the case of the waveguide, and the result was in
agreement with a semiclassical model based on the density of states for the guided-
mode fields [30]. The model suggests that the waveguide supports a much larger
density of states than its bulk crystal counterpart. According to this model, the
electric field operators for the quantized signal and idler fields are
E[ w )11 0 jW.t&
Es, =Z[( 2 )1/2 U(x, y)es (X-It)&s,i + h.c.] (2.1)
k Sftj
where w,,i is the angular frequency, n,,i is the effective mode index, 3,,j is the propa-
gation constant, L is the length of the waveguide, and ti,, is the annihilation operator
for the signal (idler) field. U (x, y) is the kth transverse mode profile, satisfying the
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normalization condition fA dxdy I U(k) 2 = 1. The summation is over all the waveguide
modes k, and h.c. denotes Hermitian conjugate. Similarly, the classical pump field
can be written as
EB, = -- ( )1/ 2 U , (X, y)ei(lpz-wPt) + c.c.] (2.2)2 cnpEo
where P, is the pump power, n
, 
is the pump mode index, w, is the pump angular
frequency, U
,
(x, y) is the pump transverse mode profile, and c.c. denotes complex con-
jugate. The three-wave mixing process between a classical pump field and quantized
signal and idler fields can be studied in the interaction picture. In this approach, the
joint state of the downconverted photons is perturbatively calculated by introducing
an interaction Hamiltonian Hint defined over the effective interaction volume V.
Ant = odeff dr E -E + h.c. (2.3)
where k' is the positive frequency component of Eq. (2.1), and deff is the effective
nonlinear coefficient. Note that among many possible combinations of the frequency
components of E , , E,, Ei, we only keep the terms containing e(wpswi)t, because
only those terms satisfy the energy conservation condition w, + wi = wp. The interac-
tion Hamiltonian in Eq. (2.3) allows the calculation of downconversion rate through
Fermi's Golden Rule, provided that one knows the density of states of the final out-
put. This model treats the waveguide SPDC as a 1-dimensional problem. In a length
scale of L, the 1-D density of states for either signal or idler field is,
Ps,i = 2w'c (2.4)27rhc
The density of states for the two-photon output is then the convolution of the individ-
ual density of states for signal and idler fields, with the energy conservation condition
dEs = -dEi,
L n n.i
p = (2sr c2dwS (2.5)
2rhC2dw
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Using Eqs. (2.1)-(2.5), the downconversion rate -y, or equivalently the downconverted
signal power dP, = hw8sy within a bandwidth dA. can be calculated to be [30]
167rd2,ffLcP 1 2 AkzLdPs = - - sinc2 dAS (2.6)
~s AZ A A
where nk is the waveguide mode index at wavelength Ak for subscript k being signal
s, idler i, or pump p, and A, is the mode overlap area of the three interacting fields,
defined as following:
A 1  ( dxdyUpUs*Ui*)- 2 , (2.7)
SA
For type-II first-order quasi-phase matching in PPKTP with a grating period A,
the effective second-order nonlinear coefficient is deff = (2/7r)d 24 and the momentum
mismatch is
2wrAkz =,8p - -#27 A(2.8)
where A3 for k = s, i, p, is the propagation constant in the waveguide along the
propagation axis z.
This semi-classical approach for waveguided SPDC can be compared with the one
used for bulk crystals in [40]. The main difference is that in a waveguide only three
modes effectively interact, whereas in a bulk crystal case, the pump's Gaussian mode
interacts with a continuum of plane-wave modes. The waveguide emission is confined
to a limited band due to the sinc-squared function, whereas the bulk SPDC emission
theory predicts that far from collinear emission the spectral density is almost flat, as
experimentally verified in [41]. Based on the density of states model, this spectral
difference is due to the fact that waveguide SPDC is essentially a 1-dimensional
problem while the bulk has to be treated as a 3-dimensional case, because one has to
consider the interaction of the pump with all plane waves of downconverted photons.
The resulting effect is not dissimilar from the spectral redistribution observed in
SPDC experiments inside cavities [42]. Regarding a much brighter waveguided SPDC
emission as compared to the bulk, the model suggests that a waveguide has the
ability to increase mode overlap between the pump, signal, and idler, therefore, the
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interaction between the three fields can be enhanced. Additionally, from Eq. (2.6),
we clearly see that the spectral density in a waveguide depends on L2 whereas in bulk
it depends on L. However, in the former case, as the crystal length increases, the
width of the spectrum decreases. So the power integrated over the whole emission
spectrum still grows linearly with L for waveguided SPDC.
Perhaps the most significant finding in Eq. (2.6) is that the waveguided SPDC
spectral brightness is inversely proportional to the mode overlap area A, and there-
fore field confinement could lead to an enhanced pair generation rate. It suggests
that the output flux is higher due to the larger density of states (excitation modes)
in a waveguide [30]. However, it is not obvious how to relate the density-of-states
model for a waveguide to the standard model of SPDC in a bulk crystal that has
no dependence on the pump beam area [39, 40]. This apparent contradiction on the
area dependence of SPDC efficiency motivates us to seek for a more fundamental
and intuitive understanding of the physical origin of the enhanced waveguide SPDC
efficiency. In the following, we present an alternative theoretical model of waveguided
SPDC that incorporates a natural extension of the conventional phase-matching func-
tion by taking into account the transverse momentum imposed by the waveguide. The
new theory can be verified by comparing it with the density of states formalism as
well as the experimental results. Lastly, our transverse momentum theory should pro-
vide an estimate for the pair production rate of our fiber-coupled PPKTP waveguide
source.
2.2 Alternative interpretation based on transverse
momentum
In a bulk crystal with a propagation geometry shown in Fig. 2-1 the SPDC signal
output power within a dA, bandwidth is [43]
S 6rhd2 L 2cP 1dPs = 1 k20.f (A., 0,)dodA, , (2.9)
consnin A4Ai 27r
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where #, is the angle between the signal wave vector k8 and pump wave vector kp.
Most of the signal output comes from a narrow signal cone, beyond which the phase-
matching function f(A,, #s) = sinc2 (AkL/2) is negligibly small. Consider the mo-
mentum mismatch for the longitudinal (z) component,
Ak, = kp2 - ksz - ki, A , (2.10)
where kj2 is the wave vector kj in the material projected along the propagation axis
z, and for the transverse component
Akt = -kst - kit, (2.11)
where, without loss of generality, we assume that the pump propagates along the z
principal axis so that there is no walk-off due to double refraction and that kpz = kp.
For signal and idler propagating at small angles relative to the pump, 05, #3 < 1, the
z-component of the signal and idler wave vectors can be expressed in terms of their
transverse wave numbers kjt to second order:
k?
k k k - , j = si (2.12)
and the longitudinal momentum mismatch Eq. (2.10) becomes
Ak = k - ks - k- + I +- . (2.13)A ) 2 ks ki
The first term on the right of Eq. (2.13) is the standard phase-matching condition for
collinear propagation, whereas the second term is the additional contribution from
the transverse signal and idler components for noncollinear propagation.
The transverse momentum matching of Eq. (2.11) dictates that the signal and
idler transverse components are equal and opposite, kat = -kit. For the case of
frequency-degenerate SPDC in type-II phase-matched PPKTP, A, = Ai and n, ~ ni,
and therefore k8 ~ ki and #, ~ -0i. The standard phase matching condition for
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Figure 2-1: Geometry of noncollinear propagation of pump kp, signal ks, and idler ki.
collinear propagation is Ak, = 0 with kt= -kit so that Eq. (2.13) is simplified to
k 2Ak ~ (2.14)
z ks
From the phase-matching function f(As, 0s), we can obtain the- phase-matching an-
gular bandwidth by setting AkZL = 7 which yields a divergence angle for SPDC in a
bulk crystal of
odivk= (2.15)
Now let us consider an ideal rectangular waveguide with dimensions w., x wy and
a uniform index An higher than the surrounding nonlinear material. The transverse
index profile of the material, including both the waveguide and its surrounding, is a
boxcar function with width w- (wy) along the x (y) dimension. The 2D index profile
induces a transverse momentum vector kgt that must be included in the transverse-
momentum mismatch of Eq. (2.11). Similar to the longitudinal grating momentum
added by periodic poling in nonlinear crystals, we obtain the transverse-grating vector
kg from the Fourier transform of the 2D index profile. For the ideal case of a uniform
rectangular waveguide, kgx (kgy) is simply a sine function centered at kgx = 0 (kgy =
0) with a half width of ir/wx (7r/wy). We note that the transverse momentum of
the signal field in its fundamental waveguide propagating mode is also bounded by
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|kSX1SY| 5 7rl/wx,y.
The modified transverse-momentum matching condition becomes
kst + kit + kt = 0 , (2.16)
and the vectorial form allows the possibility of an asymmetric waveguide profile. The
longitudinal phase-matching condition Eq. (2.13) can be written as
Akz= k - ks - k +-2kr+ , (2.17)
C = k 2+(kst +tk+t )2 . (2.18)
Consider the case in which C is a constant over the range of possible kst, which is
bounded by I kst7 r/wt for waveguide propagating modes. At the maximum value
of k8 t = ±7r/wt, we have C > 27r2 W2. On the other hand, at the minimum value
kst = 0, C = k 2 . Given that kgt is a sinc function that has the first zero at t27r/wt,
it is always possible to find a kgt for any value of kat such that C is a constant. In
this case, the waveguide phase-matching function of Eq. (2.17) behaves similar to the
normal bulk-crystal phase matching.
Noting that the phase-matched output has no transverse wave number dependence
within the k8, waveguide-propagating range of +7r/wat, we can now evaluate the
spectral brightness of the output signal. Rewriting the angular integration over Os in
Cartesian coordinates, we have
-k 2#,do, r dk5f dksy = (2.19)j4ma 21-7q$ q (27r) 2 f-1 /wx _ r//WWy XY
The spectral brightness of the signal output is then given by
dP- 
-16 hdeff P 1 sinc2(AkzL/2), (2.20)dAs -Consnin A4Ai Awg
where Awg = WXWY is the cross-sectional area of the waveguide, and Akz is given
by Eq. (2.17). The combination of the constant C/2k and the longitudinal grating
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momentum 27r/A in Eq. (2.17) yields an effective grating momentum in the waveguide
27/A' = 27r/A + C/2k, so that the sinc function dependence of the waveguide output
remains the same as in the bulk crystal. The enhanced waveguide output is due to
the factor 1/Awg resulting from a much larger phase-matched kt range. The SPDC
interaction remains phase matched within a large range of effective divergence of the
signal field because such divergence is always compensated by the transverse grating
momentum kgt imposed by the waveguide.
Comparing Eq. (2.20) with Eq. (2.6), our theory gives a result that is almost
identical to that in Ref. [30], except that we use the waveguide cross-sectional area
Awg and [30] uses the field interaction area A. In a waveguide with relatively strong
confinement, the majority of the interacting fields lie within the rectangular cross
section, and Awg and A, are approximately the same. For instance, in a 4 pmx4 pm
Z-cut KTP waveguide with constant An = 0.02 over the cross-section, we calculate
the A, for a degenerate type-II process at A=404.8 nm to be 15.52 im2, implying a
difference between AWG and A, of only 3%.
Our theory based on transverse momentum is physically intuitive. Naturally, the
smaller the waveguide dimension, the larger the bandwidth of kt for phase matching,
thus a higher SPDC efficiency could be attained. Effectively the signal and idler fields
propagating non-collinearly are phase matched collinearly with the pump through
compensation by the waveguide grating vector kgt. We note that the transverse
phase matching is expected to fail as soon as kt exceeds the limit of r/wt. Hence the
effective angular divergence for waveguide SPDC is
odv 7r As# "-~ - , (2.21)
wk, nw
Comparing Eq. (2.21) with Eq. (2.15), for commonly fabricated waveguides, the width
w is of a few microns, whereas the length L of the crystal is of centimeters, therefore
wg ~Ybulk
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2.3 Numerical Calculations
According to our transverse momentum theory, a comparison between the waveguide
and the bulk crystal case can be made more quantitative. Here we introduce an
enhancement factor Fenhance, which is defined as the ratio of the SPDC emission flux
in a waveguide to that in a bulk crystal. For a fair comparison, the waveguide and the
bulk crystal are of the same nonlinear material (i.e., the same nonlinear coefficient)
with the same length, and the same order of periodic poling. The idea is that we
can formulate a simple expression to compare the waveguide SPDC pair generation
rate with that of a known bulk crystal pair generation rate. As discussed above, the
enhancement is a result of a larger angular divergence allowed in a waveguide for
transverse phase-matching. Constrained to one dimension, we have already shown
that qd$i > di , or
odiv A L
Sbulk - > 1 (2.22)
where we have assumed a frequency degenerate SPDC output k, ~ ki. The total
emission output is over a 2 dimensional space. Considering a cone of signal field
emission at the output of the nonlinear crystal, given a fixed crystal length, the
number of photons emitted in the cone is proportional to the base area of the cone, or
the square of the radius of the cone. Following this simple argument, we conclude that
the enhancement factor Penhance is the square of the 1-dimensional angular divergence
ratio in Eq. (2.22). Therefore,
#di" AsL
Fenhance -(W )2 AL (2.23)
4 bulk lfsw
It is seen that the enhancement is inversely proportional to the waveguide cross-
section area, which is consistent with our intuition. Moreover, the enhancement is
proportional to the length of the waveguide. A longer waveguide leads to a narrower
downconversion bandwidth, which is desirable for long-distance fiber distribution of
photon pairs so as to minimize dispersion. Thus, to take full advantage of the waveg-
uide SPDC, we should aim to fabricate a long waveguide for SPDC application.
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Equation (2.22) can be of practical importance. It allows us to make a quick es-
timate of the waveguide SPDC flux without going through the lengthy calculation in
Eq. (2.20). In the literature, reported waveguide SPDC flux at a given pump wave-
length is rare, but the bulk crystal SPDC flux at any pump wavelength can be easily
found. To verify the accuracy of our model and the derivation of Fenhance, we make
an example calculation for a waveguide SPDC.
Example: We compare the SPDC pair generation rates of a bulk crystal PPKTP
and an ion-exchanged PPKTP waveguide. The length of the crystal is 10 mm in both
cases. The pump wavelength is 405 nm. The output is type-II frequency degenerate
photon pairs at 810 nm. In both cases, first-order periodic polling is implemented
for the desired quasi-phase-matching. We assume that the bulk and waveguide have
the same nonlinear coefficient. The waveguide channel is 4 Mm wide, and it has a
diffusion index profile along the vertical dimension. The depth of the waveguide can
be estimated at 8 pm. The waveguide has a step-index profile over its cross-section.
With L = 10 mm, A. = 810 nm, n, = 1.79, and an approximately rectangu-
lar waveguide area of 4x8 p m2 , Eq. (2.23) yields Fenhance ce 46. Experimentally,
Fiorentino et al. measured the pair production rate to be - 7.3 x 101 pairs/s/mW
of the pump for the same waveguide described above. In addition. they reported
a 10 mm PPKTP bulk crystal pair production rate to be 1.5 x 106 pairs/s/mW of
the pump over the aggregate band. Thus the experimentally measured enhancement
factor is - 49. It is clear that our estimate of - 46 fold enhancement is in very good
agreement with experimental results. This example verifies that our transverse mo-
mentum theory on waveguide SPDC gives a reasonable explanation for the enhanced
efficiency.
Finally, it is useful to estimate the SPDC flux of our waveguide photon-pair source
based on the transverse momentum theory we developed in this chapter. We operate
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the waveguide using a continuous-wave pump laser at AP = 780 nm, so the type-
II frequency degenerate output is at A,,i = 1560 nm. Critical specifications of our
PPKTP waveguide are described in detail in the next chapter. Its transverse index
profile is the same as the waveguide mentioned in the above example. For first-order
approximation, we have AWG ~ 33.1 ptm 2 . The length of our waveguide is L=15.6
mm. The mode indices for the pump, signal and idler photon are estimated to be
np = 1.77191,n, = 1.74277, ni = 1.82201, respectively. We assume the effective
nonlinear coefficient to be the same as that in PPKTP bulk crystal deff = 2.4 pm/V.
Using Eq. (2.20), we calculate the pair generation rate of our waveguide source to
be ~ 2.0 x 107 pairs/s/mW of pump power over the entire band. The calculated
spectrum of the signal photon looks the same as the single-spatial-mode output of
a bulk crystal, except that the spectral power density, defined as pW/nm/mW of
the pump, is much higher than that in the bulk case. Here we calculate the peak
spectral power density of our waveguide to be 1.5 pW/nm/mW of the pump. The
phase-matching bandwidth, which is defined as half the zero-to-zero width of sinc-
squared function, is estimated at 1.6 nm. The high brightness and narrow bandwidth
of our waveguide output is well suited for efficient generation of time-energy entangled
photons for long-distance fiber distribution.
2.4 Waveguide fabrication and specifications
The PPKTP waveguide chips used in this thesis work are exclusively fabricated by
AdvR Inc. The information and the picture presented are this section were provided
by Tony D. Roberts and Philip Battle from AdvR Inc. The PPKTP waveguides were
fabricated on a flux grown, z-cut KTP wafer. A direct contact mask designed for 4
mm wide channel waveguides was used to pattern a layer of Aluminium onto the +z
surface of the wafer. The wafer was diced into 3 mm x 10 mm chips and polished on
the optical surfaces. The chips were placed in a molten bath of RbNO 3 salt at 400' C
for 120 minutes. The bare areas of the patterned surface underwent ion exchange
in which Rb+ ions diffused into the KTP, replacing K+ ions to a depth of around
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8 pm, forming an index step relative to the surrounding KTP. After ion exchange
the Aluminium layer was removed, and the chip was annealed in air at 325 C for 15
minutes. The waveguides were periodically poled using an electrode on a separate
glass substrate placed in contact with the KTP surface. The electrode was fabricated
using contact lithography to define a chrome grating pattern with a period of 227
pm. The patterned electrode was aligned and pressed to the +z surface; a ground
electrode consisting of a uniform metal substrate contacted the -z surface. The pol-
ing waveform was applied using a Trek 20/20C high voltage amplifier controlled by a
computer program that simultaneously monitored the electrode current.
Figure 2-2: A picture of the fiber-coupled PPKTP waveguide package fabricated by
AdvR Inc.
The fabricated PPKTP waveguide was 1.56-cm long. The resultant transverse
index profile had a 4-jim wide index step of 0.02 in the lateral direction, and a
diffusion profile along the Z direction as n(z) = nKTP + 0.02exp(-z/d), with d =
8 jm. For a type-II process, the pump field is polarized along the crystallographic
Y axis, while the signal and idler fields are polarized along the crystallographic Y
and Z axes, respectively. All fields propagate along the X axis of the crystal. The
waveguide was periodically poled with a grating period of 41.6 jm, designed for
type-II quasi phase matching (QPM) with frequency-degenerate outputs at 1560.0
nm around room temperature. We used the Sellmeier equation of bulk KTP [44] and
the finite difference approximation [45] to calculate the eigenmodes of the waveguide.
The mode indices for the pump, signal and idler fields are estimated to be np =
48
1.7719, n, = 1.7427, ni = 1.8220, respectively.
Finally, depending on application-specific requirements, polarization-maintaining
(PM) fibers may be attached to the waveguide's optically polished facets for pump
input and downconversion output. The fiber-to-waveguide butt coupling efficiency is
~50% at room temperature for the output fiber, and is ~49% for the input fiber. The
fiber-coupled module is packaged into a encapsulation of dimension 20 mm x 10 mm x 5
mm. A four-pin electrical interface allowed connection to the built-in thermoelectric
cooler (TEC) and a 10 kQ thermistor. A picture of a typical packaged waveguide
device is shown in Fig. 2-2. In this thesis, the waveguide was not butt coupled with
fibers, instead we explored free-space coupling to achieve a better efficiency, which
will be reported in the next chapter.
2.5 PPKTP waveguide modal dispersion charac-
teristics
2.5.1 Fundamental Mode SPDC
The waveguide source was designed to operate in the fundamental waveguide modes
of the pump, signal, and idler. According to the theory of Eq. (2.20), SPDC flux
is maximum for these fundamental modes, because they contribute to the tightest
confinement and the smallest effective overlap area A. Moreover, the coupling of
light between the waveguide and a single mode fiber is optimized for the fundamental
pump mode being excited, and the fundamental downconverted modes being coupled
out of the waveguide, because these modes most closely resemble the shape of the
Gaussian profile in their respective fibers. The finite-difference scalar approximation
method can be used to efficiently simulate the electric field distributions of the pump,
signal and idler fundamental modes. Fig. 2-3 illustrates the profile of the pump
fundamental mode. In this figure, we also indicate the waveguide top surface and the
edge boundaries of the diffusion zone in white lines. The calculated field is normalized
and re-scaled so that the peak field intensity corresponds to a value of 256 in the color
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map.
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Figure 2-3: Plot of the fundamental eigennmode for pump electric field. The white
lines indicate the top surface of the crystal (horizontal line) and the edge of the
diffusion profile zone (vertical lines). The scale is linear and ranges from 0 to 256. A
finite-difference scalar approximation was used to solve the eigenmode problem.
It is seen that the pump mode is compact, occupying an area of -x4x4 Pm 2, and it
is close to circular in shape. The majority of the field is confined within the diffusion
zone, which suggests that k8yJ ~_ r/wy, therefore our modeling using transverse-
momentum theory in the first section of this chapter is valid. The peak intensity is
located -1.5 pum below the crystal's top surface, and it is where the center of the
fiber mode should be aligned to the waveguide input facet.
We performed the same calculation for the signal and idler fields, which are plotted
in Fig. 2-4. Given the symmetry of the waveguide structure, we only plot half of the
cross-section. At longer wavelengths, the mode is expected to occupy a larger area.
In this case, both signal and idler modes extend over an area of -4x8 [um2, almost
twice that of the pump mode. The peak intensity is located ~2.9 pm below the
top surface for both signal and idler, so that is the position where the center of the
IR fiber mode should be aligned to the waveguide's output facet. We note that the
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Figure 2-4: Plot of the fundamental eigennmodes for signal and idler electric fields.
Only half of the structure has to be simulated given the problem symmetry. The blue
curved contour represents the field at 1 of its maximum intensity, which outlines its
field mode diameter.
modes are still well confined within the diffusion zone, but they are elongated in the
Z direction. This effect is a result of our diffusion index profile along the Z axis,
instead of a perfect index step.
The knowledge of mode profiles allows an easy calculation of the effective mode
overlap area. For the combination of three fundamental modes, we have A, = 33.1
pum 2 . This value can be compared to the diffusion zone area of ~4x8 Mm 2 , which is
Awg = 32 pm2 . Note that the two numbers are very close, which is due to the fact that
all three modes are reasonably confined within the diffusion zone. Consequently, the
theoretical estimates for the waveguide SPDC flux using two area definitions will not
lead to a significant difference. The small discrepancy is a result of our simplification
in the theory, where we assumed that the pump is a plane wave propagating along
the waveguide. Nevertheless, for simplicity, we will adopt the value of A" 9 in our
calculation regarding the waveguide SPDC flux.
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2.5.2 Higher-order Mode SPDC
The fabricated PPKTP waveguide can support multiple spatial modes. Even though
those higher-order spatial modes are not designed to contribute to the waveguide
SPDC output, we are still interested in the effects of different combinations of the
pump, signal and idler spatial modes for the following reasons. First, there is a finite
area overlap between the waveguide higher-order modes and the mode of a fiber. All
orders of waveguide eigenmodes are orthogonal to each other, but due to their lack of
circular symmetry, none are orthogonal to the Gaussian mode of a single mode fiber.
Second, the alignment of the fiber to the waveguide could change with temperature,
which may cause the higher-order modes to be excited. In experiments, we have
observed that the coupling efficiency between the fiber and the waveguide changed
when we tuned the waveguide temperature. The changed coupling manifested itself
as a dramatic decrease in the residual pump power coming out of the IR output fiber.
Such misalignment might be caused by the different thermal expansion coefficients of
the fiber and the KTP crystal.
Because of the tolerance in waveguide fabrication, we could not fully character-
ize the higher-order modes or have a way to control them. But the presence of
higher-order modes in SPDC can be a problem in our measurements. Excitation
of higher-order modes of the pump reduces the power available in the fundamental
mode. The result is a lowered SPDC flux as compared to the theoretical value. If
higher-order mode excitation is strong, the flux reduction in SPDC output can be so
severe that the waveguide output flux is not much higher than that in a bulk device.
Additionally, higher-order SPDC output spectra might be present within the phase-
matching bandwidth of the fundamental mode SPDC, causing an increased amount
of noise (uncorrelated photons) for photon pair generation. The higher-order modes
generally have different effective mode indices and dispersion properties from those
of the fundamental mode, so their SPDC spectra are expected to be different from
each other. To investigate the spectral distribution of the possible higher-order mode
SPDC, we require some detailed knowledge of their mode profiles.
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Figure 2-5: Plots of the four lowest-order (beside the fundamental mode) eigenmodes
for the pump field. The eigenmodes are TE01, TE02, TElO, TEll mode, where TE
refers to the polarization along the Y axis.
The field profiles for the four lowest-order eigenmodes are illustrated in Fig. 2.5
for the pump, in Fig. 2.6 for the signal, and in Fig. 2.7 for the idler. The scales in
those figures are the same as that in Fig. 2-4. We denote a TE mode as having an
electric field polarization along the Y axis, and a TM mode as having an electric
field polarization along the Z axis. Thus the pump and the signal are in TE modes,
whereas the idler is in a TM mode. Each spatial mode can be addressed by using a
pair of indices, one for the spatial order in the Y direction, and the other for the Z
direction. The fundamental mode is labeled as {00}, and the next higher-order modes
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Figure 2-6: Plots of the four lowest-order (beside the
for the signal field. The eigenmodes are TEOl, TE02,
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fundamental mode) eigenmodes
TE10, TEll mode, respectively.
are {01} and {10}, for example. The four lowest order modes shown in Figs. 2.5, 2.6,
2.7, excluding the fundamental mode, are the {01}, {10}, {02}, and {11} modes. The
effective indices for the above-mentioned modes were calculated at their respective
wavelengths, and we list them in Table 2.1.
Each combination of the pump, signal and idler eigenmodes could contribute to an
independent SPDC process. When at least one of the three interacting fields is not in
the fundamental mode, we call this combination a higher-order SPDC process. Since
each mode has its distinct effective index and dispersion property, every higher-order
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Figure 2-7: Plots of the four lowest-order (beside the fundamental mode) eigenmodes
for the idler field. The eigenmodes are TMO1, TM02, TM10, TM11 mode, respec-
tively.
SPDC process fulfills the phase-matching condition differently. The location of the
output spectra and the bandwidths of the downconverted photons are unique to a
specific combination, allowing us to identify the individual processes in the final SPDC
spectrum. The SPDC flux or the spectral density contributed by each combination of
modes could be vastly different. First, the effective overlap area A, as we defined in
chapter 2, is different for each process. Higher-order modes generally extend more into
the surrounding non-diffusion zone, so they occupy a larger area, and the SPDC flux
is smaller accordng to Eq. (2.20). Second, those higher-order modes are, if possible,
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Waveguide Spatial Mode Effective Index
Field (wavelength) Eigenmode Effective indices
TE01 1.76707
TE10 1.76802
TE02 1.75451
Pump (780 nm) TE11 1.76349
TE20 1.76527
TE30 1.76246
TE01 1.73074
TE10 1.73671
TE02 1.71476
Signal (1560 nm) TE11 1.72523
TE20 1.72842
TE30 1.71661
TM01 1.81040
TM10 1.81606
TM02 1.80842
Idler (1560 nm) TM11 1.79492
TM20 1.80793
TM30 1.79636
Table 2.1: Effective indices of the waveguide higher-order eigenmodes at the pump,
signal, and idler wavelengths. Eigenmodes are labeled by a pair of indices representing
the spatial orders in two dimensions.
only weakly excited. In our fiber-coupled device, the single-mode fiber essentially
serves as a spatial mode filter. We expect that the majority of the power is coupled
into the waveguide fundamental mode, and higher-order modes can only be slightly
excited. A similar situation happens at the output end of the waveguide, where only
the fundamental mode can be coupled efficiently into the fiber, with most of the
higher-order modes filtered out by the single-mode fiber.
Among all the combinations, what particularly concerns us is the set of higher-
order SPDC processes that are phase matched in the same band as the fundamental
SPDC. The spectrum of each process is fully characterizable by the corresponding
sinc-squared phase-matching function, with a Ak mismatch given by Eq. (2.10). In
principle, there are an infinite number of modes, and the probability for finding a
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specific combination to be phase matched near 1560 nm increases as we include modes
of higher orders into consideration. However, in reality, most of the high-order modes
are unexcited, or their effects are too small to be observed. So we can concentrate on
the lowest order modes for each field; for instance, those modes whose spatial index
is less than or equal to 2. We performed the same mode profile simulation over the
wavelength range of interest, and calculated the phase matching function for a few
combinations of the three interacting modes. The results are listed in Table 2.2. For
simplicity, we denote higher-order SPDC by writing {jk} -+ {mIn} + {pq}, where
we drop the TE, TM label, and the three pairs of indices refer to pump, signal and
idler from left to right.
Possible Waveguide SPDC Processes
Pump-Signal+Idler Signal wavelength Idler wavelength
00-+00+00 1560 1560
00- 00+01 1787.0 1384.2
00-+00+10 1673.0 1461.3
00-+10+00 1679.5 1456.4
01-00+01 1593.5 1527.9
01--01+00 1606.2 1516.4
01--01+10 1733.5 1418.0
01- 11+00 1724.0 1417.7
01-+00+11 1693.0 1446.4
Table 2.2: List of possible combinations of lowest-order modes for waveguide SPDC
processes, and their respective signal and idler photon wavelengths when the waveg-
uide is pumped by a CW 780 nm laser and is phased-matched for degenerate
fundamental-mode output at 1560 nm.
For the calculation, we assume a CW pump at 780 nm, and the fundamental
mode output are frequency degenerate at 1560 nm. Hence we only look at the possi-
ble SPDC processes which result in a phase-matched signal or idler wavelength within
the telecom band of 1300 nm to 1700 nm. The cases outside this band are ignored
because they are too far from the wavelength of interest, and they are not likely
to be transmitted through the standard SMF, affecting the measurements we per-
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form. For our time-energy entanglement source, single-mode operation is important
because it yields maximum amount of entanglement, thus all processes other than
the fundamental SPDC need to be suppressed.
The possible processes for the first few lowest-order SPDC processes are listed
in Table 2.2. In general, such higher-order processes can be categorized into three
kinds based on their phase-matching conditions. The first kind include those with
signal or idler wavelengths lying significantly outside the phase-matching bandwidth
of the fundamental mode at 1560 nm: essentially all processes in the table (except for
the fundamental mode) fall in this category. They can be readily isolated from the
fundamental process spectrally using a broad bandwidth band-pass filter (BPF), such
as a 10-nm BPF. The second kind are those with signal and idler spectra adjacent to
1560 nm within 1-2 nm. These processes can still be removed by using a narrowband
filter of bandwidth about -1 nm, The last are the processes with spectra overlapped
with the fundamental mode. In this case, higher-order modes cannot be isolated
by using spectral filtering, nor convenient spatial filtering. Nevertheless, we note
that such combinations usually involve fields of very high spatial orders, for instance
{jk} modes with j, k>2. The effective overlap area corresponding to those particular
combinations would be typically >10 times larger than the overlap area of the fun-
damental SPDC. Therefore, according to Eq. (2.20), the SPDC flux per unit pump
power is >10 times lower, and the fiber-coupling efficiency of those modes would be
expectedly low. So even were they present in the case we study, it is believed that such
processes would not contribute significantly to the total SPDC output collected and
transmitted in a SMF. Overall, we conclude that with proper spectral filtering using
just broad band-pass filters, our waveguide source can be operated mostly free of any
higher-order SPDC process. The modal dispersion analysis presented here parallels
the relevant studies in [61, 69]. However in those references, dispersion properties of
the type-Il PPKTP waveguide were studied at wavelengths around 800 nm, where the
spectra of a few higher-order SPDC signals are closely aggregated in a band of 10 nm.
In contrast, in the telecom band near 1560 nm, our PPKTP waveguide shows wide
spectral separation between SPDC modes of different spatial orders in Table 2.2. The
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Figure 2-8: Plot of phase mismatch Ak against degenerate signal-idler wavelengths
assuming a type-II PPKTP bulk crystal. The zero-slope region represents extended
phase matching, in which the group-velocities of three interacting fields are matched
in addition to conventional phase matching.
reason for this is because of the extended phase matching condition [96] that allows a
bulk crystal PPKTP to generate second harmonics of an ultra-wide bandwidth (~67
nm) around 1584 nm [70]. In Fig. 2-8, we plot the phase mismatch Ak of SPDC
as a function of degenerate signal-idler wavelengths assuming a type-II PPKTP bulk
crystal quasi-phase matched at 1560 nm is used. We note that the phase-matching
condition is satisfied over a large bandwidth of about 50 nm, because the slope of the
phase-matching function with respect to wavelength is close to zero. The zero slope
essentially indicates a match of the group velocities of all three fields, i.e., pump,
signal, and idler. In other words, this extended phase matching implies that a slight
change of phase mismatch would lead to a dramatic shift in wavelengths. We already
mentioned in earlier sections of this chapter that each waveguide mode imposes a
small perturbation to the intrinsic dispersion property of the KTP crystal. Therefore
it is not surprising that different combinations of three interacting waveguide modes
give rise to a set of small but different phase-mismatch values, leading to a wide
spectral spread of higher-order SPDC processes.
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Chapter 3
Efficient single-spatial-mode
waveguide source for
high-dimensional QKD
3.1 Introduction
Conventional quantum key distribution (QKD) uses a discrete two-dimensional Hilbert
space for key encoding, such as the polarization state of a single photon. In contrast,
high-dimensional QKD allows encoding onto a larger state space, such as multiple
levels of a continuous variable of a single photon, thus enabling the system to achieve
higher photon information efficiency (bits per photon) and potentially higher key
rate (bits per second). However, its deployment requires the development of high-
performance source, detector, and routing technologies tailored to the specific large-
alphabet encoding scheme. One such high-dimensional QKD system of interest is
based on time-energy entanglement, in which keys are derived from the arrival times
of photon pairs generated from continuous-wave (cw) spontaneous parametric down-
conversion (SPDC). With synchronized clocks, Alice and Bob measure the arrival
times of a pair of SPDC-generated temporally coincident photons within a frame
composed of 2' time bins, and extract n bit values [73, 63]. The maximum number of
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time bins per frame for key encoding is given by the ratio of the time-frame duration
and the two-photon correlation time. For a typical photon-pair source with a corre-
lation time on the order of 1 ps, as many as 20 bits per photon pair can, in principle,
be encoded in a 1 ps frame duration, assuming detectors have timing resolution that
is comparable to the SPDC correlation time [73].
High-dimensional encoding in entanglement-based QKD is particularly advanta-
geous when the photon-pair generation rate Rs is significantly lower than the maxi-
mum rate supported by the detectors, 1/Td, where rd is the detector timing resolution.
In this case, if traditional binary encoding is used, then the maximum rate is Rs (as-
suming lossless transmission and detection), and any two detection events are, on
average, separated by a large number of empty time bins. In contrast, with the
same source generation rate Rs, high-dimenstional encoding across a frame of length
2~ (Rs -Td) 1 yields n bits per detection event, increasing the maximum throughput
rate to nRs. With typical source generation rates in the 106 s-1 range and detector
resolution of the order of 50 ps, this benefit can be sizeable. In such a scenario, high-
dimensional encoding makes more efficient use of the available detection resources
and can significantly increase throughput rates.
Implementation of a complete high-dimensional QKD system requires various
hardware (source and detector) and software (suitable protocol with proven secu-
rity, error-correction coding, and privacy amplification) components. The goal of this
chapter is to design and demonstrate a capable entanglement source with compatible
detector technology as a first step towards a functional high-speed, high-dimensional
QKD system. Prior theoretical works [74, 75] suggest two critical hardware require-
ments for optimal performance in high-dimensional QKD: first, the source and detec-
tors should have high overall efficiency; and second, Alice and Bob should measure
a maximum correlation between their photons throughout QKD operation. Using a
pulsed SPDC source and avalanche photodiode single-photon detectors, Marcikic et
al. demonstrated distribution of time-bin entangled photons (with binary encoding)
in the telecom band over 50 km of standard single-mode fibers [13]. However, that
early system suffered from low coincidence counts due to fiber losses, limited detector
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efficiency, and a limited pulsed-source repetition rate of 75 MHz, and therefore had low
key rates of <10 bits/s. Subsequent works used sources based on periodically-poled
lithium niobate (PPLN) waveguides to boost pair generation rates and fiber coupling
efficiencies [76, 77, 78]. Despite their high brightness, broadband PPLN waveguide
SPDC sources may incur substantial losses when narrowband spectral filtering is ap-
plied to limit the output bandwidth, resulting in less than optimal coincidence rates.
In addition, the entanglement quality of time-bin qubits, often used in fiber-optic
systems, has not achieved the same level as that of the more commonly used po-
larization qubits; while polarization entanglement with > 99% quantum-interference
visibilities is routinely obtained [79, 80], the highest reported raw Franson interference
[68] visibility prior to this thesis is only 95.6% [81].
In this chapter we present a source of time-energy entangled photons that ad-
dresses many of the issues critical to the implementaiton of high-dimensional QKD at
high rates. We have developed a periodically-poled KTiOPO4 (PPKTP) waveguide
source of entangled pairs in a single spatial mode that uses nearly-lossless wideband
spectral filtering and exhibits a generation efficiency of 1.0 x 107 pairs/(s.nm.mW).
Using high count-rate self-differencing (SD) InGaAs single-photon avalanche diodes
(SPADs) [84, 85, 86] configured with square or sinusoidal gating at 628.5 MHz, we
have experimentally demonstrated > 1 Mbit/s raw key generation with 3 bits-per-
photon encoding, and achieved, as a measure of entanglement quality, a 98.2% Franson
interference visibility without subtraction of accidental coincidences.
The chapter is organized as follows. Section 3.2 details the properties of the
waveguide source and shows how we take advantage of the spectral properties of
higher-order spatial modes to create a single-spatial-mode SPDC output. Section
3.3 describes the high-count-rate self-differencing InGaAs SPAD detection system,
which is critical for achieving the performance we observe. The main results of the
time-energy entangled-photon source are given in Section 3.4, and we conclude with
a discussion in Section 3.5.
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3.2 Single-spatial-mode waveguide source of time-
energy entangled photons
Many applications in quantum information science benefit from compact sources of
entangled photons that are efficient and bright, and waveguided SPDC sources meet
these requirements nicely. Especially, in fiber-based quantum communications, the
ability to easily select a single spatial mode and couple efficiently into SMF are impor-
tant factors that can significantly affect the entanglement quality and key generation.
In this respect, waveguide sources have a distinct advantage over bulk-crystal sources
because it is relatively easy to remove higher-order spatial modes from waveguide
sources with minimal filtering loss. In what follows, we carry out careful characteri-
zations of the single-mode operation of a waveguide source. Of particular importance
are measurements of the channel's internal propagation loss, and the spectral-spatial
coupling efficiency of the waveguide's fundamental mode into SMF.
3.2.1 Measurement of waveguide internal attenuation
The waveguide channels have internal attenuation due to indiffused impurities during
fabrication or surface imperfections causing undesired scattering. Such internal losses
impact the overall transmission of entangled photons, because photons generated
inside the waveguide would be lost even before they exit the source. Therefore it is
important to measure the internal attenuation of the waveguide before we operate it
as a SPDC source. The chip we received from AdvR consists of multiple waveguide
channels of different cross-section dimensions, with widths varying from 2-ym, 3-
ptm to 4-pm. A direct transmission measurement, by detecting output power with
respect to the input power, would include mode coupling efficiency plus the single-
pass internal propagation loss, and it is not easy to isolate the latter from the former.
Therefore we need an indirect measurement technique.
[72] proposed a method for characterizing waveguide internal attenuation by de-
tecting the interference fringe pattern of light making multiple round trips inside
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a guide. Assuming no anti-reflection coatings at both end facets, the Fresnel re-
flections at both facets form a low finesse Fabry-Perot cavity that can be scanned
by a tunable laser. It was shown that for a measured intensity fringe contrast
K = (Imax - Imin)/(Imax + Imin), and a guide of length L, the linear attenuation
coefficient a can be calculated as
e - K (1 - /1 - K 2 ), (3.1)
KR
where R = (n -1)2 is the Fresnel reflection at end facets with neff being the ef-
fective modal index of a guide. It is important to note that a high accuracy of this
measurement method requires that we only excite a single spatial mode, which in
our case is the fundamental mode. Hence, in our experiment we need to fine tune
the waveguide input coupling for different guide dimensions, and monitor the coupled
mode shape at the output using a camera (or equivalently a beam profiler) to ensure
single-mode excitation. Figure 3-1 shows the setup of the experiment for character-
izing the waveguide's internal loss. A near-infrared InGaAs photo-detector was used
to measure the intensity fluctuations while the wavelength of the input laser light is
swept continuously. The same procedure was repeated for 2-pm, 3-pm, and 4-pm
guides, with their respective attenuations calculated by Eq. (3.1). The results are
shown in Table 3.1.
beam pro
tunable laser
Figure 3-1: Experimental setup for measuring the internal attenuation of PPKTP
waveguides.
For the 2-pm guide, due to a significantly smaller mode size, we were not able
to achieve single-mode excitation, instead a few higher-order modes were excited as
evident in the mode profile figure in Table. 3.1. Consequently the measured atten-
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Polarization 2-pm channel loss 3-um channel loss 4-,um channel loss
TE (signal) 0.49 dB/cm 0.55 dB/cm 0.63 dB/cm
TM (idler) 1.91 dB/cm 0.13 dB/cm 0.93 dB/cm
mode profile (signal)
Table 3.1: PPKTP waveguide internal attenuations
uation for 2-pm channel does not exactly correspond to the fundamental mode loss.
Moreover, we see a relatively lower attenuation for the 3-pm guide. We believe this is
because of the smaller mode area, which causes the field be slightly away from the top
surface where scattering due to imperfect smoothness would have occurred. Further-
more, the disparity between TE and TM modes is because of their different center
locations, resulting in one polarization mode closer to the top surface than the other
polarization. For the following experiments, however, we only use the 4-pm guide
because of its phase-matching near 1560 nm, whereas the guides of other dimensions
were not phase matched at the design wavelength.
3.2.2 Nearly-lossless spectral filtering
As we examined in great detail in the last chapter, transverse confinement in a waveg-
uide imposes on the two-photon emission a discrete set of spatial modes defined by
the waveguide's intrinsic modal dispersion properties [30, 61, 59, 87]. Due to the ex-
tended phase-matching condition at our 1560 nm operating wavelength, the spectral
separation between different spatial modes is large enough that a wideband band-
pass filter (BPF) is sufficient to select one and only one spatial mode. We note that
wideband BPFs with high transmission efficiency >99% are commercially available,
and the spectral filtering does not require very steep edges as long as the flat-top
pass band covers the entire two-photon phase-matching bandwidth. Consequently,
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for a waveguided SPDC source, single-mode output is experimentally achievable with
nearly-lossless spectral filtering. In contrast, as illustrated in Fig. 3-2, bulk-crystal
SPDC emits into a continuum of spatial modes with overlapping but not quite identi-
cal spectral content. This is true regardless whether collinear or other complex pump
geometry is used for bulk-crystal processes. Therefore with bulk-crystal SPDC it is
difficult to efficiently isolate a specific spatial mode for coupling into SMF. It is then
common to apply narrowband filtering (with interference filters or Bragg-grating fil-
ters) to obtain a well-defined spectrum that also removes some undesirable spatial
modes. In this case, however, the narrowband filter incurs extra losses as it carves
out a portion of the legitimate single photon spectrum unless the filter has very steep
edges.
We have set up a photon-pair source based on a 15.6 mm long PPKTP waveguide
with a cross section (width x height) of 4 pm x 8 pm that supports multiple spatial
modes at telecom wavelengths. The 46.1 ym grating period was designed for type-II
quasi-phase-matched wavelength-degenerate SPDC at 1558 nm in the fundamental
modes of the signal and idler fields. The pump was a 779 nm Ti:Sapphire laser cou-
pled into the fundamental mode of the waveguide with 75% input coupling efficiency.
We directly imaged the SPDC outputs using an ultrasensitive InGaAs short-wave in-
frared camera [88], as shown in Fig. 3-3(a). The main spot of the imaged output that
is framed by the dashed box is the fundamental waveguide mode. The large cloud
of light surrounding the main spot originated from higher-order spatial modes in the
waveguided SPDC process, which are almost impossible to distinguish by any spatial
filtering. Nevertheless using the models we developed in the last chapter [59, 30],
our simulations show that these higher-order modes are associated with significantly
different sets of wavelengths: the SPDC spectra of the first few lowest order modes
(other than the fundamental mode) are at least 30 nm away from the fundamental-
mode wavelength of 1560 nm, as evident from Fig. 3-2. Therefore, we were able
to apply a 10 nm band-pass filter with >99% transmission to spectrally remove the
higher-order spatial modes and to transmit only the desired photon pairs with negli-
gible losses. Figure 3-3(b) displays the image of the spectrally-filtered SPDC, clearly
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Figure 3-2: Comparison of spectral filtering techniques in bulk-crystal and waveg-
uide SPDC processes. In the former, narrowband filtering with very steep edges is
needed to obtain a well-defined single spatial mode. In the latter, due to discrete
set of spectra of different spatial modes, an efficient wideband filtering is sufficient
to isolate a single mode. For our PPKTP source, higher-order modes are well away
from the fundamental mode's SPDC spectrum, as evident by the higher-order pro-
cesses 01-+00+01 and 01-±01+00, whose spectra are at least 30 nm away from the
fundamental process.
showing the nearly-circular signal and idler fundamental modes.
3.2.3 Efficient waveguide-fiber coupling
After spectral filtering we were able to obtain a mode of fairly good quality that is then
to be coupled into a polarization-maintaining SMF. To achieve optimal waveguide-
to-fiber mode matching, it is necessary to examine the mode overlap and design some
custom built optics. For standard telecom SMF (SMF-28), the mode field distribution
Esmf can be readily calculated analytically based on the Bessel function, as shown in
Fig. 3-4. The fundamental mode field for a 4-pm wide PPKTP waveguide E,, after
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Figure 3-3: Spatial and spectral properties of waveguide SPDC. (a) Multimode waveg-
uided SPDC output. Red dashes outline the approximate area of the fundamental
mode of 4 pm x 4 pm, which covers a 30 x 30 pixel area on the InGaAs infrared cam-
era. (b) Fundamental-mode waveguided SPDC after they have been 10 nm band-pass
spectral filtering, with transverse mode profiles. Optical spectrum of (c) signal , and
(d) idler , after 10 nm band-pass filtered and coupled into a single-mode fiber. Both
are fitted using sinc2 functions. The signal and idler phase-matching bandwidth is
1.6 nm.
the wide bandpass filtering, shown in Fig. 3-3(b), can be approximated by a Gaussian
distribution with diameter 4.88(4.83) pm for signal (idler) fields. Note that the mode
dimensions are calculated at 13.5% clipping level of the peak field intensity, which is
consistent with the convention when specifying the SMF mode field diameter of 9.5
pm. We then numerically scale down the SMF mode, and optimize for the highest
mode overlap with the waveguide mode field distribution
TISMF-WG -f f dx dyEsmf Ew*g2  (3.2)
MW A 9dxdy|Es5|2 fA dxd y|Ewg|2
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Figure 3-4: Down-scaled mode field of standard telecom SMF (SMF-28e).
We find that the optimal down scaling factor is -1.9, and the corresponding mode
overlap integral is ~98%. To achieve this optimal scaling, we design a custom built
zoom lens that consists of a three-element lens assembly and an additional aspheric
lens, as show in Fig. 3-5. Starting from the fiber's position, the assembly is made up
of a 8-mm focal length aspheric lens, a -25 mm concave lens, and a 50 mm convex
lens. The distance between each pair of adjacent lenses is adjustable to achieve the
zooming of the beam size. The last aspheric lens of 8-mm focal length then focuses
the beam into the waveguide. We first set the zoom lens at 1.9 down scaling ratio,
f=-25 mm
SMFI 
waveguide
f=8 mm f=50 mm f-8 mm
Figure 3-5: Schematic of the zoom lens for scaling and coupling the SMF mode to
the waveguide mode.
and launched a probe laser light into the polarization maintaining (PM) SMF to
couple the beam into the waveguide, and then measured the transmitted power at
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the other end. The distance between lenses were fine tuned to take into account
any tolerance in the fiber mode size, and to obtain a maximal transmitted power.
The ratio between after and before the waveguide transmission then gives the mode
coupling efficiency together with the channel internal attenuation. Note that here we
have applied anti-reflection coating (Evaporated Coatings Inc.) on both facets of the
chip, so no extra loss is assumed. With the internal attenuations already measured
in the Section 3.1, we can thus obtain the fiber-waveguide coupling efficiency. In this
case, we achieved high waveguide-to-fiber coupling of 79% and 85% for the signal
and idler fundamental modes, respectively. These values were subsequently verified
by comparing the spectrally filtered SPDC power collected from a multimode fiber
to that from a SMF. The disparity between the signal and idler is mainly due to the
slightly shifted mode centers of the two fields. Overall, the symmetric conditional
spectral-spatial collection efficiency is approximately 80%, which is very high for a
waveguide entanglement source.
We should point out that the SMF also served as a spatial filter to remove any
residual high-order spatial modes that potentially exist within the 10 nm bandwidth
of the BPF. To confirm the absence of higher-order modes, we measured the optical
spectra of the signal and idler photons using a diffractive-grating-based single-photon
spectrometer (similar to the one used in [87]). The results with background subtracted
are plotted in Fig. 3-3(c) and (d), showing a single spectral peak of the fundamental
spatial mode, which suggests strong spectral correlations of the fiber-coupled photon
pairs. Such single-spatial-mode operation is crucial for achieving a high visibility in
Franson quantum interference, because any unintentionally collected spurious modes
will lower the conditional coupling efficiency and cause an increased background acci-
dental coincidences. We also fit the measured spectrum using a sinc2 function. The
pedestals in Fig. 3-3(c) and (d) are most likely due to non-uniformity of the periodic
grating structure, which has been reported previously for similar PPKTP waveguides
[59, 30]. Lastly, we measured a spectral brightness of the fundamental mode (at the
source) of approximately 107 pairs/(s.nm.mW) of pump, and a signal and idler phase-
matching bandwidth of 1.6 nm, in good agreement with the theoretical estimate.
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3.3 High-count-rate self-differencing InGaAs SPADs
To achieve a high key rate in QKD, efficient single-photon detectors capable of count-
ing 107 - 108 photons per second are needed. For most experiments in this thesis,
Princeton Lightwave PGA-300-CUS indium gallium arsenide (InGaAs) APD single-
photon counters were used in conjunction with gating and self-differencing circuitry
designed by the National Institute of Standards and Technology (NIST). The detec-
tion system was developed jointly by our group at MIT and Dr. Joshua C. Bienfang's
group at NIST [86]. The InGaAs APD is used as a single-photon avalanche diode
(SPAD) to generate a macroscopic electrical signal in response to an incident photon
in the spectral range between 0.9 jtm and 1.7 pm. SPADs are periodically biased
above their breakdown voltage in order to operate in a regime known as the Geiger-
mode, in which a single photon can trigger a self-sustained electron-hole generation
avalanche process that gives rise to a macroscopic current pulse. A typical operation
is to increase the bias above the breakdown for a short duration with a gating pulse
on the order of 1 ns. During this period, the InGaAs SPAD is armed for single-photon
detection at near-infrared or telecom wavelengths. Typically, after each gating pulse,
the applied bias voltage is reduced below breakdown for hundreds of ns or a few Ps
before the SPAD can be overbiased again. This is because during the avalanche, some
electron-holes can be trapped at the boundaries of the carrier depletion region due
to defects in the semiconductor. These trapped electrons would randomly decay and
can re-trigger an avalanche during the subsequent gating [82] in an effect commonly
referred to as afterpulsing. The afterpulsing effect generates noise in the detection
system, and severely limits the gating repetition rate at which one can arm the SPAD
[83]. Typical gating rates for InGaAs SPADs are on the order of MHz, resulting in
a count rate of hundreds of kilo-counts per second (kcps), which is far below what is
required for our QKD application.
Recently, systems that apply periodic bias gates to InGaAs SPADs at rates in the
GHz range have been shown to enable high-speed counting (> 108 s- 1) of telecom-
wavelength photons using commercially available SPADs [84, 89]. In these systems,
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the short duration of the bias gate, as well as its periodic nature, allow self-cancellation
of the transient signals produced by the gates themselves and thus better discrimi-
nation of otherwise undetectably small avalanches. In addition, the short bias gate
and the small avalanches significantly reduce the likelihood of trapped charges, there-
fore afterpulsing effect can be mitigated. In this work, we constructed a high-speed
periodically-gated InGaAs detection system based on the self-differencing (SD) tech-
nique [84]. In this regime of operation the avalanche current would be significantly
smaller than the displacement current associated with the gate pulses, therefore elec-
tronic discrimination is required to isolate the avalanche current from the gate. For
electrical gates with a sinusoidal waveform, the gate signal can be removed using a
radio-frequency notch filter [89]. For gates with a square waveform, the SD technique
is effective by subtracting the signal from a replica delayed by exactly one gate period
[84].
3.3.1 Compact, reconfigurable SD InGaAs SPADs
Our detection system is capable of operating with both square-wave and sinusoidal
gating waveforms [85]. The schematic diagram of the whole detection system is
illustrated in Fig. 3-7, which consists of a printed circuit board, SMA connectorized
coaxial delay cables, and a dry box housing two InGaAs SPADs which can be cooled
down to -50 'C with a triple-stage Peltier cooler. Shown in Fig. 3-6, the dry box made
of aluminium and acrylic glass is 15 cmx 15 cm in size. The inside of the box is kept
dry using desiccant, and can be optionally purged with dry N2 gas. The circuit takes
in an external clock from the "in" terminal. The clock frequency must be matched
to the time difference between the delay cables to be within -100 kHz. A 10 GHz, 2
W power amplifier raises the input amplitude to up to 10 V peak to peak for biasing
the SPAD. The power amplifier is a monolithic microwave integrated circuit (MMIC)
with good linearity and preserves the shape of the input signal. Thus, when the clock
is sinusoidal, the circuit applies sinusoidal gates to the SPAD. Alternatively, we can
switch in a comparator followed by a 10 GHz preamplifier to form a square-gate signal
from a sinusoidal input. Changing the comparator threshold allows us to select the
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Figure 3-6: Dry box housing two InGaAs SPADs.
duty cycle of the square gating. Then a bias tee combines the gate signal with a
DC bias voltage that can be set from 40 V to 90 V. Note that great care is given to
the connection between the SPAD and the circuit board by trimming the leads on
the SPAD very short so the impedance is close to 50 Q. For the SD subsystem, a
coaxial cable brings the anode signal of SPAD back to the board where it enters a
resistive power splitter. The two external rigid delay cables are then used to set a
delay of one gate period between the two split signals. To subtract the two we use
a differential amplifier with 25 dB gain, 10 GHz bandwidth, common mode rejection
ratio >20 dB. This amplifier has a differential output connected to a fast comparator
for avalanche discrimination. The comparator has differential outputs that produce
100-ps wide pulses for a photon detection event. Lastly, a pulse stretcher sub-circuit
(not drawn) converts the comparator output to 500-ps wide negative pulses that are
fed into Hydraharp time-to-digital converters (TDC) for photon counting.
The reconfigurability of the setup is important for our QKD measurements. First,
the replaceable delay cables allows gating at different repetition frequencies, which
could potentially increase the maximum possible counting rate. Second, the freedom
to use either a square or sinusoidal waveform enables measurement of different timing
resolutions. When using a square-wave waveform we can achieve good detection
efficiency in a short gate, implying a better timing accuracy. With a sinusoidal
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Figure 3-7: Schematic of the SD SPAD detection system [85]. The dashed lines
enclose the circuit board. Each board is populated with electronics to drive two
InGaAs SPADs, but only one set is drawn.
waveform in the SD system we achieve better transient cancellation, which gives
us enhanced sensitivity to smaller avalanches, resulting in a longer effective gate
width and higher detection duty cycle, while also reducing the total amount of charge
necessary for discrimination, which reduces the afterpulse probability [89, 90].
For each different configuration, the key to high efficiency detection is to attain
an excellent cancellation of transient signals. When gated at 628.5 MHz, the square-
wave pulses could excite a wide bandwidth response (up to 10 GHz) from the SPAD
that may not be perfectly cancelled using self-differencing. Thus it is desirable to
limit the bandwidth of the signal coming back from the anode before it goes into the
self- differencing circuitry. Experimentally, we inserted a 20-feet long RG316 coaxial
cable between the SPAD anode and the SD circuit board, and observed much less
high-frequency noise in the transient signal as illustrated in Fig. 3-8. We note that
without cancellation, the transient voltage peaks at ±0.25 V, which is significantly
higher than any avalanche signals occurring in a short gate. However, after self-
differencing, the oscilloscope trace of cancelled transient, shown in Fig. 3.3.1, is at
~20 mV peak to peak. The suppression of the transient background by about 14 dB
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Figure 3-8: Transient signal coming back from the SPAD's anode after going through
a band-reduction coaxial cable, showing less high-frequency noise. The SPAD was
gated using square-wave pulses at 628.5 MHz repetition rate.
hence makes it feasible to detect most of the small avalanche events.
3.3.2 Characterization using attenuated laser light
Important performance metrics for a SPAD, such as detection efficiency, dark-count
rate, and afterpulsing probability, can be measured using attenuated laser light. We
used a 12.5 GHz electro-optic intensity modulator to modulate continuous-wave laser
light into periodic pulses of 75 ps at FWHM. The extinction ratio of the intensity
modulator is >25 dB. The pulse repetition rate was set to 62.85 MHz for the 628.5-
MHz gating, and 125.7 MHz for the 1.257-GHz gating. Hence the interval between
adjacent pulses coincides exactly to 10 detector gating periods. We attenuated the
laser power such that on average there was 0.1 photon in each pulse. At this point
we still do not know what the effective gate width is when the SPAD is actively
detecting a photon; however, we assume that it is significantly greater than 75 ps,
thus the average photon number impinging on the SPAD in each gate is 0.1. In the
next section, we show that this assumption is justified by another measurement.
We set the overbias to -3 V by raising the DC bias voltage, and time-tagged the
SPAD output using a TDC (Hydraharp 400). The NIST electronics outputs a pulse
76
Figure 3-9: Oscilloscope trace of the cancelled transient background after self-
differencing operation. The vertical scale is 10 mW/div. The horizontal scale is
500 ps/div.
of 100-ps duration in response to a detected avalanche event. However, the TDC
requires an input pulse width of at least 0.5 ns. So we added a pulse-extension circuit
to convert the NIST board's output to electrical square pulses of 0.5 ns duration.
Eventually, all time-tagged data was plotted in a histogram with the horizontal axis
being 10 time bins representing 10 gating periods, as shown in Fig. 3-10. The counts
per second in the illuminated gates is denoted as CILL. The total count in the
remaining 9 non-illuminated gates is CnOnILL. Without any light input, the total
dark counts per second is CD. Therefore, we can calculate the detection efficiency
'ID, and afterpulsing probability PAp (probability of triggering an afterpulse following
each photon detection) as follow,
CILL - 1CD - CnonILL
71D 1 9(3.3)0.1 x 0.1 x Rgate
10(CnonILL - 9CD )
PAP 9 - 1 (3.4)
CILL - CD - ICnonILL
In Eq. (3.3), the numerator represents the total counts of detected incoming photons,
and the denominator is the total number of photons impinging on the SPAD per
second. In Eq. (3.4), the numerator corresponds to the total number of afterpulses
per second, and the denominator is the same as the numerator of Eq. (3.3). The
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Figure 3-10: Histogram of photon counts in every 10 gating period, with the first
gate illuminated by an attenuated laser pulse with average 0.1 photon. The SPAD
was cooled down to -20 'C.
table below summarizes the characterization results for two different square gating
rates at -20 'C, and an overbias of 3.0 V. It should be pointed out that the TDC has
~80 ns dead time after each counting event, so it is not responsive to afterpulsings
that occurred immediately after a photon detection. Therefore the PAP measured is
noticeably lower than in the absence of TDC dead time. The dark count is mostly of
Rgate TID CD PAP
628.5 MHz 22% 3x10- 6  6.0%
1.257 GHz 20% 2x10- 6  7.9%
Table 3.2: Characterization of SD InGaAs SPAD with square gatings. SPAD tem-
perature was set at -20 'C.
thermal origin and can be effectively suppressed by cooling the detector below room
temperature. However, afterpulsing probability generally increases with decreasing
temperature because there is a higher tendency for the carriers to be trapped in the
material defects. So the optimal operating point depends on the photon rate to be
measured. For very high photon flux, afterpulsing dominates the dark counts in total
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Figure 3-11: Detection efficiency and dark count per gate as a function of the DC bias
voltage, with a 628.5-MHz square gating signal of 5 V peak-to-peak and 3 V overbias
at -20 0C.
false detection events. For low photon flux, dark counts dominate over afterpulsing
because the dark count rate is independent of the incoming photon flux. For our
measurement, it is preferred to operate the SPAD around -20 'C to achieve a good
balance between afterpulsing and dark counts. Figure 3-11 plots the detection effi-
ciency and dark-count performance for 628.5-MHz gating as the overbias increases at
-20 'C. The dark-count probability per gate is consistently lower than 5x 10-6 for the
overbias voltage at which we typically operate, i.e., <3 V.
3.3.3 Characterization using correlated photon pairs
To precisely profile the SPAD's effective gates, a picosecond level short pulse is needed
to sample across the entire gate width. The photon pairs generated by the PPKTP
waveguide source have a correlation time of ~1 ps, which naturally serve as the short
sampling pulses. Therefore, we could characterize the effective gate of SD InGaAs
SPADs using correlated photon pairs from our waveguide source by measuring the
coincidences using two SPADs that were synchronously gated with either square-wave
or sinusoidal waveforms, at 628.5 MHz. For both waveforms the overbias voltage was
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about 3 V, corresponding to a detection efficiency of roughly 20% at 1560 nm. The
gate duration, defined as the time the total applied voltage goes above breakdown,
was 500 ps for the square-wave gate and 900 ps for the sinusoidal gate. Figure 3-12
shows the coincidence results as the relative delay between the gates of two SPADs
was scanned using an electronic phase shifter. As can be seen in Fig. 3-12, the im-
proved transient cancellation achievable with the sinusoidal waveform results in a
significantly wider detection window than that can be achieved with a square wave,
resulting in a detection duty cycle of 25% for sinusoidal gating, and 7% for square
gating. Note that the coincidence window width measured in this way represents
an autocorrelation between the effective gate widths of two SPADs. To deduce the
single SPAD gate width, we applied a deconvolution factor - since the detection
window closely resembles a Gaussian shape. The difference in duty cycle makes
the two gating configurations suitable for different types of measurements; the high
duty cycle achievable with sinusoidal gating is ideal for high-coincidence-rate detec-
tion, while the narrower square-wave gating is desirable for high-visibility quantum
interference measurements because it provides better discrimination against multi-
pair events and background counts. Here the multi-pair events refer to independent,
Poisson-distributed temporal modes of SPDC generated in one detection window.
3.4 High-rate measurements of time-energy entan-
gled photons
Figure 3-13 shows the experimental setup for the high rate time-energy entanglement
measurements. After spectral filtering and fiber coupling, the orthogonally polarized
photon pairs from the waveguide source were separated into signal and idler using a
fiber polarizing beam splitter (PBS). We characterize the performance of our source
using the time-energy entanglement-based QKD setup in [63] with two pairs of SPADs,
one with sinusoidal gating for key generation, and the other with square-wave gating
for monitoring security in a Franson interferometer [73, 63]. We manually choose
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Figure 3-12: Detected coincidences of correlated photon pairs versus the relative
gate delay between two SPADs with 500 ps square gating (filled square) and 900 ps
sinusoidal gating (open square). After deconvolution, the effective gate widths are
found to be 110 ps and 395 ps for square gating and sinusoidal gating, respectively.
The error bars are based on 5% estimated measurement uncertainty.
between the two measurements. Following the upper branch of the switch for key
generation, we operated the InGaAs SPADs using sine gating with its wider effective
gate window at a gate frequency of either 628.5 MHz (1.6 ns time bin) or 1.257 GHz
(0.8 ns time bin). In the former case, the detection efficiencies were 22% and 20%
with a dark count probability of < 3 x10-5per gate for the two SPADs. In the latter
case, the detection efficiencies were 18% and 17% and the dark count probability was
< 2x 10--5per gate. Each detection event by Alice and Bob was time tagged and
recorded by the TDC (Hydraharp 400). Synchronization between Alice and Bob's
detections was achieved by characterizing the delay between the signal and idler
channels and determining the time-binned coincidences from the recorded events.
Every time-binned coincidence then yields a key of n bits information when the time
frame duration is 2" time bins. In this way, multiple bits per photon were extracted
using time-bin encoding with a frame duration of 6.4 ns, corresponding to 2 bits per
photon when gating the detectors at 628.5 MHz, and 3 bits per photon at 1.257 GHz
gating.
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Figure 3-13: Schematic of experimental setup. Upper branch of the switch is for
key generation where the SPADs used sinusoidal gating for higher coincidence rates.
Lower branch of the switch is for Franson interferometry where narrow square-wave
gating was used for better visibility. The Franson interferometer consists of two
unbalanced Mach-Zehnder interferometers, which are constructed using 50:50 fiber
beam splitters. BPF: band-pass filter, PBS: polarizing beam splitter, TDC: time-to-
digital converter.
The maximum overall system efficiencies for signal and idler were 11.2% and
9.6%, respectively, with 628.5 MHz sine-gated InGaAs SPADs. Besides the band-
pass filtering and the fiber coupling, other losses include 0.65 dB/cm (1.35 dB/cm)
waveguide internal attenuation of the signal (idler), 0.65 dB (0.75 dB) insertion loss
of the fiber PBS for signal (idler), and 0.5 dB coating loss for various free-space
optical components. Since photon pairs were generated with equal probability along
the entire length of the waveguide, we take the average internal attenuation to be
half of the measured attenuation coefficients. The transmissions of components in
the signal and idler channel are listed in Table. 3.3. Overall, thanks to the high
source efficiency as well as 25% detection duty cycle, the detected singles count rate
on each channel was close to 107 S1 with less than 50 mW of pump power. At
such high rates, count-rate saturation is predominantly due to the 80 ns recovery
time of each TDC and not the detector dead time, which, with the SD technique, is
much less than 80 ns. To avoid miscounting due to counter saturation, we electrically
switched each detector's output into two TDC channels in an alternating fashion.
Doing so effectively reduced the counter dead time from 80 ns per channel to 40
ns, allowing multi-million events per second to be recorded faithfully. Figure 3-14
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Component transmissions Signal Idler
Waveguide attenuation 88% 78%
Spectral filtering 99.0% 99.0%
SMF coupling 79% 85%
Lens/mirrors 89.1% 88.0%
Fiber PBS 85.0% 84.1%
SPAD 22% 20%
Overall efficiency 11.2% 9.6%
Table 3.3: Transmission efficiencies in the signal and idler channel of the PPKTP
waveguide source
plots the accidentals-subtracted coincidence rates versus the pump power. At a pump
power of 35 mW, we recorded 7.73 x 105 s-1 and 5.86 x 105 s- 1 coincidences for 628.5
MHz and 1.257 GHz gating rates, respectively, corresponding to raw key rates of 1.55
Mbit/s with 2 temporal bits per photon, or 1.76 Mbit/s with 3 bits per photon using
the same 6.4 ns time frame. The accidental coincidences at both gate frequencies were
Rgate Max. coincidence bits per photon Raw key rate Frame error
628.5 MHz 773 kcps 2 1.55 Mbps 25%
1.257 GHz 586 kcps 3 1.75 Mbps 24%
Table 3.4: High-count-rate measurement results with sinusoidally gated SPADs
also recorded and displayed in Fig. 3-14 (open squares and open circles). Multi-pair
generation was the dominant source of accidentals, whereas the contribution due to
dark counts was insignificant in this high rate measurement. Detector jitter makes no
contribution to the accidentals rate because the entire effective gate duration is used
as the coincidence measurement window. Being dominated by multi-pair generation,
we observe that the accidental coincidences increase quadratically with pump power.
In the context of high-dimensional QKD with time-energy entanglement, accidental
coincidences would be the dominant cause of frames in which Alice and Bob each have
83
a detection event, but in different time bins within the frame. Such non-coincident
events in recorded frames generate errors in the raw key, denoted as frame errors. The
use of a faster gating rate, thus smaller time bin size, allows fewer frame errors for the
same number of bins per frame, without sacrificing the total coincidence rate thanks
to the unchanged detection duty cycle. In other words, given the same amount of
frame errors, higher gating rate yields encoding with more bits per photon. Table 3.4
lists the measurement results for SPADs sinusoidally gated at both frequencies. With
about the same error rate in the raw keys, the gating at 1.257 GHz results in one
more bit per photon encoded than 628.5 MHz gating. However, the nature of high-
dimensional encoding, as well as the use of Franson interferometry as a security check,
complicate the impact such errors have on both the number of bit errors in the raw
key and the relation between the observed bit error rate and the information gain of
an eavesdropper. The measurement of accidentals alone does not directly characterize
the error-corrected and privacy-amplified performance of high-dimensional QKD; this
relationship is going to be investigated in more detail in Chapter 5.
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Figure 3-14: Measured coincidence rates at different pump powers using InGaAs
SPADs sinusoidally gated at 628.5 MHz and 1.257 GHz. Accidental coincidences
(open squares and open circles) are used to obtain the accidentals-subtracted rates
(solid squares and solid circles). Straight lines show the linear extrapolation. The
error bars are based on one standard deviation.
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The lower branch of the switch in Fig. 3-13 leads to an all-fiber Franson interferom-
eter for evaluating the quality of time-energy entanglement, which in a complete QKD
implementation could provide security against an eavesdropper's positive-operator
valued measure (POVM) attack [63]. The SD InGaAs SPADs were operated with
square gating at 628.5 MHz to produce a narrow coincidence window of roughly 100
ps at full-width-half-maximum. A narrow gating window reduces the probability of
multi-pair events per gate, which is a common factor in degrading entanglement qual-
ity and therefore the Franson interference visibility. In a real QKD implementation,
however, this narrow gating window has to sample the entire key-generation gate at
some point in time, either by scanning or some other means, so that no gap between
the two gating configurations can be exploited by the eavesdropper. Using the square
gating we measured dark count rates of < 2 x 10-6 per gate for the two SPADs, which
were significantly lower than the photon count rates throughout our measurements
at various pump powers, suggesting that the accidental coincidences due to detector
dark counts were negligibly small.
Each arm of the interferometer was enclosed in a thermally sealed metal box for
improved phase stability. The temperature inside the box was actively controlled by
a thermoelectric cooler (TEC) so that thermal fluctuation was within 10 mK. The
path mismatch in each arm of the interferometer was 4.8 ns, and the difference in the
two path mismatches was set to zero within the two-photon coherence time of about
2 ps (0.3 mm in fiber) by using bright 75 ps pulses and ultrafast photodetection of
their rising edges through the two arms. Once set, the zero path-mismatch difference
(within 0.3 mm) could be maintained for hours. In addition, for fine tuning of the
path-mismatch difference, we used both a closed-loop temperature control of Alice's
long-path fiber and a piezoelectric transducer (PZT) fiber stretcher on Bob's long
path. The outer Acrylate coating of a 1-cm portion of the fiber (not the loose tube)
is glued onto the PZT, so upon application of a voltage, the fiber length is extended
by a few pm corresponding to a relative phase change of 1560-nm light by up to 3 7r.
Figure 3-15 shows the Franson interference fringes obtained by scanning the PZT
fiber stretcher on Bob's long path. About 8 V PZT voltage was required to achieve
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Figure 3-15: Franson quantum interference fringes measured with narrow square gat-
ing at pair generation number per gate a = 3.1%.
a 7r phase shift. At 35 mW pump power, the pair generation number per gate was a
= 3.1%, and we measured a Franson visibility V = (Cmax - Cmin)/(Cmax + Cmin) of
96.0 ± 0.3% without subtraction of accidentals, where Cmax and Cmin are the maxi-
mum and minimum measured coincidences, respectively. We repeated the visibility
measurements at different pump powers, as plotted in Fig. 3-16. The degradation
of the Franson visibility with increasing pump power shows good agreement with
the expected V = 1 - a relationship when multi-pair events are taken into account
[91]. This relationship can be derived based on Poisson probability distribution of the
generated photon pairs. We consider two time bins separated by a time interval corre-
sponding to the path-length difference of the Franson interferometer. The probability
of exactly one pair generated in either bin is ae', and let the normalized maximum
and minimum Franson coincidence probability for one pair be 1 and 0, respectively.
Then the probability of two pairs generated in those two bins is (2a) 2 e- 2a/2. Half
of the time, two photons from the same pair were detected, yielding maximum and
minimum coincidence probability 1 and 0. The other half of the time, two photons
from different pairs were detected. Since these two photons are independent, they
yield a constant coincidence of 1/2 regardless of the interferometer phase setting. The
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Figure 3-16: Measured Franson visibilities (without subtraction of accidentals) versus
mean pair geneartion number per gate a. The error bars are based on one standard
deviation.
Franson visibility taking into account the double-pair generation is then
V =ae-' + 2a 2 -2a(I + } x 1 - 1 x I)
ae~c + 2a 2 e2 (I + 1 x x + x 1)
2 -a
=1- aeC
a + 2a 2e-a
~ 1 -a, (3.5)
for small a.
A more important result of our measurement is the highest visibility of 98.2 t
0.3% without accidentals subtraction at a mean pair number of a = 0.24%. Besides
the degradation due to multi-pair events (0.24%), two other factors might have pre-
vented us from obtaining even higher visibility. One is the accidental coincidences
that we measured to be 0.2% which were not excluded in the raw visibility measure-
ments. The second factor is the dispersion due to the 4.8 ns path-length difference
in each arm of the Franson interferometer. For a standard fiber, the dispersion coef-
ficient of 17 ps/(nm.km) should yield a temporal spread of 0.026 ps which is about
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1% of the photon pulse width. The roughly 1% estimated dispersion mismatch in the
pulse widths could lead to the observed visibility degradation, as we will discuss in
greater detail in Chapter 4. The present results are better than previously reported
visibility measurements even with their background subtraction. We note that [92]
reported the Franson visibility of 99.3% after subtraction of accidentals (raw visibil-
ity was 61.4%) at a mean pair number 0.13. That result is in contradiction with the
V = 1 - a relationship, suggesting that excessive amount of accidentals were incor-
rectly subtracted. The high quality of time-energy entanglement and its maximum
spectral/temporal correlations between signal and idler of our waveguide source were
made possible by its high purity single-spatial-mode operation.
3.5 Summary
In conclusion, the key to achieving high secure bit rates in high-dimensional entanglement-
based QKD is to operate the source with high efficiency and high entanglement qual-
ity. Compatible measurement capabilities must be available to handle the high count
rates and to confirm the high entanglement quality as a security measure. We have
developed a source of single-spatial-mode photon pairs at 1560 nm based on a PP-
KTP waveguide with nearly-lossless spectral filtering and approximately 80% fiber
coupling. The waveguide source is fundamentally superior to bulk-crystal sources be-
cause of the non-overlapping nature of the waveguide's spectral-spatial mode struc-
ture. Using high count-rate self-differencing InGaAs SPADs with either square or
sinusoidal gating, we have measured raw key generation exceeding 1 Mbit/s with up
to 3 bits per photon, and we have achieved the highest Franson quantum-interference
visibility to date of > 98% without subtraction of accidentals. The simultaneous
achievements of high count rate and high quality quantum interference represent a
significant improvement over previous systems. With proper error correction and
privacy amplification, our system can be applied to implementing high dimensional
QKD with improved secret key rates.
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Chapter 4
High-fidelity Franson quantum
interferometry and its application
for high-dimensional QKD
4.1 Introduction
Nonlocality is the quintessential quantum property of entanglement, in which a local
action made in one subsystem can influence the other subsystem at a remote loca-
tion in a way that cannot be explained by classical or local hidden-variable theories.
The most well known nonlocality test is the violation of Bell's inequality such as
its Clauser-Horn-Shimony-Holt (CHSH) form for two polarization-entangled photons
[93 or Franson interferometry for two time-energy entangled photons [68]. In either
case, if nonlocally measured two-photon interference visibility exceeds the limit of
classicality, the photons are entangled and the measurement scheme is truly quantum
in nature.
In virtually all nonlocal measurements, photons that travel to remote locations
through dispersive media can be broadened unless the nonlocal measurements are
immune to dispersion or compensation is administered. Polarization measurements
in the CHSH form of Bell's inequality violation are not sensitive to temporal spread
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due to dispersion, and this is corroborated by excellent nonlocal measurements of en-
tanglement quality made without any attention paid to dispersion, with two-photon
quantum-interference visibility of >99% [94, 79]. On the other hand, Ranson in-
terferometry is expected to be sensitive to dispersion and the best measurement to
date (98.2% as reported in chapter 3) without any dispersion consideration does not
quite measure up to that of polarization entanglement. It is therefore of fundamental
interest to ponder the question of applying dispersion compensation nonlocally and
how that may affect nonlocal measurements of entanglement quality. That is, can
dispersion at one location be compensated by action at a different location? In this
chapter, we investigate the effects of dispersion in Franson interferometry and demon-
strate for the first time complete nonlocal cancellation of femtosecond-level dispersion
in nonlocal Franson interferometry.
First it is instructive to examine the role played by dispersion in some common
quantum optics measurement techniques and applications. It is well known that
Hong-Ou-Mandel (HOM) interferometry is immune to even-order dispersion [95],
and this immunity is exploited in various applications such as high-precision clock
synchronization [96] and resolution-enhanced quantum optical coherence tomography
(OCT) [97]. However, HOM interferometry is a local interference measurement of two
incident photons that do not need to be entangled. Indeed, classical interference signa-
ture analogous to the HOM interference dip has been observed in a quantum-mimetic
experiment using oppositely chirped laser pulses [98], and dispersion cancellation
has been demonstrated in phase-conjugate OCT using classical phase-sensitive cross-
correlated Gaussian light [99]. Along a different path, Ranson proposed a nonlocal
dispersion cancellation experiment in which the joint temporal correlation between
two time-energy entangled photons would remain unchanged after they have sepa-
rately gone through media with opposite signs of dispersion [100]; this is illustrated
in Fig. 4-1. It was also shown that the narrowing feature could only be obtained
with time-energy entanglement [101]. A maximum classical correlation, attainable
by phase-sensitive cross correlated Gaussian beams, yields the same narrowed coinci-
dence signal riding on top of a DC background [106]. Ranson's nonlocal dispersion
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cancellation is difficult to verify experimentally, because it requires a timing accuracy
at the femtosecond level to fully characterize the broadening of the biphoton pulse
width, which is typically of the order of picosecond or sub-picosecond. Two recent
experiments hint at the correctness of nonlocal dispersion cancellation. O'Donnell
recombined the two photons after dispersion and utilized time-resolved upconver-
sion to observe dispersion cancellation at the femtosecond level [102]; however, the
observation was based on local measurements, and hence does not exclude the pos-
sibility of any classical analog. Baek et al. used strong dispersion to broaden the
effective pulse duration of the entangled photons and observed narrowing that was
consistent with nonlocal dispersion cancellation [103]. Nevertheless, that experiment
was detector-resolution limited and could not demonstrate narrowing to the origi-
nal sub-picosecond temporal correlation. In this chapter, we demonstrate nonlocal
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Figure 4-1: Schematic of Franson's nonlocal dispersion cancellation experiment [100].
dispersion cancellation in Franson interferometry because it allows us to study the
effects of dispersion on a truly nonlocal quantum measurement that has no classical
analog. Moreover, the interferometric scheme circumvents the detector timing res-
olution limitation, providing a more accurate measurement of dispersive effects on
entangled photons. This rationale parallels the autocorrelation technique that has
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been routinely used to characterize classical ultrafast pulses, whose direct measure-
ment is otherwise impossible given the timing resolution of today's photodetection
technology. In the following, we show that in a Franson interferometry setup, only the
differential dispersion within the unbalanced arms of each fiber-based Mach-Zehnder
interferometer (MZI) affects the Franson interferometric measurements, whereas the
dispersion between the source and the remote locations does not. In addition, from a
practical point of view, dispersion compensation in Franson interferometric measure-
ments allows its quantum-interference visibility to reach 99.6% that is on par with
the best CHSH measurements obtained with polarization-entangled photons, which
bodes well for QKD applications that utilize time-energy entanglement.
4.2 Modelling of a dispersive Franson interferom-
eter
Figure 4-2 shows a model of dispersive Franson interferometry. Continuous-wave
(CW) spontaneous parametric downconversion (SPDC) generates time-energy entan-
gled signal and idler photons, which propagate independently to two separate loca-
tions where a Ranson interferometric measurement is performed nonlocally. Each
arm of the Ranson interferometer consists of an all-fiber unbalanced MZI using 50-50
fiber beam splitters. We note that only two types of dispersion are relevant to our
setup. The first is the dispersion along the path from the SPDC source to the MZIs,
and the second is the differential dispersion between the long and short paths in each
MZI. The former does not have any impact on the Ranson interference visibility, the
reason for this will become clear later in the analysis. Therefore, in our model, only
the differential dispersion is included, as denoted by unitary dispersion operators D1,
2 t
The electric field operators before and after the Ranson interferometer are denoted
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Figure 4-2: Model of fiber-based Franson interferometric measurements including
differential dispersion D, and D2.
by ,(t) and E1 ,2 (t), respectively, with
Es,j(t) dws,je-ici-t w8e , (4.1)
where aet8 is the photon annihilation operator for frequency w,,i. In the Heisenberg
representation, the unitary transformations of D1 ,2 can be easily incorporated by
writing the field operator at the detectors as
E1,2 (t) 1 (i (t) + eN 1,2 ,i(t - AT) D,2) (4.2)
where AT is the propagation time difference between the long and short paths, and
we have ignored the common delay through the MZI's long and short paths. we take
AT to be the same for both MZIs and chosen to be much larger than the biphoton
correlation time. 01,2 are two independent phase controls. The operators in the
second term can be conveniently evaluated in the frequency domain,
l,2ES,i(t - AT)Di,2 dwsie-- e* (4.3)
where Qs,i ws,j - wp/2 is the frequency detuning from the central wavelength which
is taken to be wp/2 for easy analysis. The differential phase delay 4b,i is of the form
>Si(Qsi) = E A (nL) , (4.4)
n>2
with on being the nth-order dispersion coefficient of the fiber, of which the group
velocity dispersion (GVD) #2 term is dominant. Here A(O3L) denotes the differential
amount of nth-order dispersion between the long and short paths. We calculate the
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coincidence rate C between two detectors as in [68]:
C(t) c (E(t)E2(t)E2(t) E 1 (t)) (4.5)
c ( (t) l(t) i(t) E(t)) +
(D El(t - AT)bib (t - AT)Ei(t - AT)D2DtE,(t - AT)^i) +
Es- AT)D2D (t - AT)D 1) + h.c.} . (4.6)
In Eq. (4.6) we assume that the detector timing jitters and the broadened biphoton
temporal correlation are much smaller than AT so that the photons traveling the long
and short paths remain non-coincident. By substituting (4.1) and (4.3) into Eq. (4.6),
we obtain
C oc Idodwi (COS2( + wpAT - (@(D s) + Di(Qi))) x atati&as). (4.7)
The Franson interference visibility is V = (Cmax -Cmin)/(Cmax+Cmin), where Cmax and
Cmin are the maximum and minimum coincidences obtained by varying = 01 + 02-
Note that AwpAT < 1 for a cw pump, which is equivalent to saying that the path
difference AT is orders of magnitude smaller than the pump laser coherence time.
In examining Eq. (4.7) we note that any dispersion imposed on the biphoton prior
to entering the Franson interferometer does not affect the coincidence rate, since the
integration does not involve relative phase between the frequency modes 6i&,. Thus
only the differential dispersion at each MZI degrades the Franson visibility, unless
some kind of dispersion management is deployed such that 4),(Q.) + 4)i(Q) = 0
for all w, and wi. It should be pointed out that the differential dispersions Is(Q.)
and Di(Q) are strictly nonlocal, because they are spatially separated in space and
have independent effects on two distinct photons. To cancel such dispersions, the
obvious solution is to compensate the dispersion within each MZI by setting I,(.,) =
)i(Qi) = 0. A more interesting scenario, which is the key for this demonstration, is
to achieve complete dispersion cancellation nonlocally with Gi(Qi) = -CV(Q 8 ) for all
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ws and wi, and restore the Franson visibility accordingly. Because of the frequency
anti-correlation of time-energy entanglement, this condition corresponds to setting
the two dispersions such that A(3L), = -A(#,L)j.
Our interferometric setup in Fig. 4-2 can be considered as adding a short dis-
persionless reference path between the source and each detector to the Franson's
original nonlocal dispersion cancellation scheme in [100]. The nature of entanglement
dictates a coherent superposition of the biphoton state going through the dispersive
long paths and the dispersionless short paths, which yields a maximum 100% Fran-
son quantum-interference visibility only if the initial entanglement is perfect and the
broadening of the temporal correlation due to the long dispersive paths is completely
compensated. Therefore our dispersion cancellation using Franson interferometry in-
deed demonstrates the same underlying physics as Franson's original scheme. First,
to preserve all the properties of the initial biphoton temporal correlation, quantum
entanglement is necessary for complete nonlocal cancellation [105, 107]. Using clas-
sical fields with perfect frequency correlation in the original Franson scheme would
yield a narrowed coincidence signal riding on top of a significant DC background
[106, 105, 107]. We note that in [106] such frequency correlated classical fields could,
in principle, be used with linear-mode detectors and AC coupling to achieve complete
dispersion cancellation. Nevertheless, if the same fields were used in Franson inter-
ferometry, the observed visibility would be no greater than 50% [104]. Second, the
demonstrated dispersion cancellation is strictly nonlocally applied without bringing
the two photons together, which echoes the essence of the Einstein-Podolsky-Rosen
(EPR) paradox [108]: local action by one subsystem (dispersion at signal side) can
be nonlocally influenced by a different subsystem (compensation at idler side).
We emphasize that the difference between our scheme and that in [100] is in the
way the biphoton temporal correlation is measured. In [100], dispersion cancellation
is observed directly through narrowing of the biphoton correlation time to its initial
sub-ps range, which is practically impossible given the limited timing resolution of
currently available detectors. In our scheme we take advantage of the interferometric
arrangements to overcome the limitations of slow detector response for measuring the
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biphoton temporal correlation very precisely.
4.3 Experimental demonstration of dispersion can-
cellation in Franson interferometry
To demonstrate nonlocal dispersion cancellation, we set up the experiment shown
in Fig. 4-3. Frequency-degenerate time-energy entangled photons at 1560 nm were
efficiently generated in our type-II single-spatial-mode PPKTP waveguide source via
CW SPDC with a brightness of 107 pairs/s per mW of pump, as presented in detail
in the last chapter. After coupling into a polarization-maintaining fiber, the or-
thogonally polarized signal and idler photons were separated using a fiber polarizing
beam splitter (PBS) and sent to their respective arms of the Franson interferometer.
The coincidence measurement was performed using two 20% efficient self-differencing
InGaAs SPADs with square gating at a 628.5-MHz repetition rate [122]. The per-
formance of the SPADs was characterized carefully in the last .chapter. To achieve
long-term phase stability, the fiber interferometer was enclosed in a multi-layered
thermally insulated metal box, whose inside temperature was actively stabilized to
within 10 mK. The path mismatch AT=4.77ns was set to match the duration of 3
detector-gating periods. The difference in the two path mismatches was fine tuned,
using an additional closed-loop temperature control of the long-path fiber in the up-
per arm, to less than the biphoton coherence time of ~1 ps. The variable phase shift
of each arm was set by a piezoelectric transducer (PZT) fiber stretcher. The outer
coating (not the loose tube) of the fiber was glued onto the PZT, and each PZT can
stretch the fiber length by several pm, corresponding to a phase shift of up to 37r.
Figure 4-4 shows the spectra of signal and idler photons together with a theoretical
fit using sinc2 and Gaussian functions. The biphoton phase-matching bandwidth
was ~1.6 nm at full-width-half-maximum (FWHM). For an interferometer that was
constructed using standard single-mode fibers (SMFs) with 02= -22.5 fs 2 /mm, the
expected temporal spread of photons going through the long path with respect to the
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Figure 4-3: Experimental setup of dispersive Franson interferometric measurement.
BPF: band-pass filter, PBS: polarizing beam splitter, PZT: piezoelectric transducer.
short path was 6T =26 fs. If we assume a Gaussian shape for the photon pulse, such
a small amount of dispersion, according to Eq. 4.8, would only increase the ro ~1 ps
biphoton correlation time by less than 1fs.
7 = r + 6T 2 . (4.8)
However, using Eq. (4.7) to numerically integrate over the spectra in Fig. 4-4, we
predict a 1.3% degradation of Franson visibility, which is experimentally measurable.
We believe the degradation was primarily due to the broad spectral pedestals outside
of the central lobe in Fig. 4-4. Therefore, to measure the intrinsic entanglement qual-
ity, such femtosecond-level dispersion should be compensated and all other sources of
degradation be minimized.
In the previous chapter we reported a raw Franson visibility of 98.2 ± 0.3% with
a mean photon pair per gate a=0.24% for an all-SMF interferometer as in Fig. 4-
5(a). Measured visibility included accidental coincidences, and the 0.3% uncertainty
was based on one standard deviation of 100 measurement samples collected over a
total duration of 10 s. Our high-speed data acquisition was largely the result of a
reasonably good system efficiency of the source-detector combination. We noted in
chapter 3 that a visibility degradation of ~0.4% was due to multi-pair events and
accidentals, and the remaining 1.4% degradation was attributed to dispersion (but
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Figure 4-4: Optical spectra of signal, idler photons measured after bandpass filtering
and fiber coupling, showing ~1.6 nm bandwidth at FWHM and noticeable spectral
pedestals.
without supporting measurements). Here we verified fiber dispersion was the origin of
the degradation by applying narrowband spectral filtering to the biphoton, as shown
in Fig. 4-5(b). With the same a, we measured a raw visibility of 99.4± 0.3% after
0.36-nm bandpass filtering of the biphoton spectra. However the improved visibility
was achieved at the cost of extra loss incurred by narrowband filtering and a reduction
of photon pair flux.
A better way to restore perfect Franson interference is to cancel dispersion inside
the fiber interferometer without restricting the biphoton bandwidth. In Fig. 4-5(c),
we implemented an interferometer with its dispersion canceled locally by replacing
a portion of the long-path SMF with low-dispersion LEAF fiber (/2 = -6.19 fs2 /mm
at 1560 nm) such that the differential dispersion ,,i was zero. We chose LEAF
fiber because it has a core dimension very close to SMF so that splicing loss would be
minimum. Moreover, LEAF fiber has the same refractive index, and very close higher-
order dispersion properties as SMF. Without loss of flux, we measured a raw visibility
of 99.6 ± 0.2% at the same a = 0.24%. The visibility improvement of 1.4% with respect
to the all-SMF configuration is in excellent agreement with our theoretical prediction,
which also implies that the dispersion cancellation was complete. Lastly, Fig. 4-5(d)
shows an interferometer with dispersion canceled nonlocally, corresponding to the
case (= -<bi. In this configuration, the entire signal arm was made of SMF, with
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Figure 4-5: Configurations of Franson interferometer
The respective measured raw visibility is shown to the
(a)
for testing dispersion effects.
right of each configuration.
a differential second order dispersion of A (0 2 L) = -2.2 x 10-2 ps2 . In the idler arm,
the long path comprised 269.5cm of LEAF fiber and 18.0 cm of SMF, whereas the
short path used 190.0 cm of SMF so that the differential dispersion came to +2.2 x
10-2 ps 2 . For Fig. 4-5(d) configuration, we measured a raw visibility 99.6 + 0.2%
that is higher than the 98.2% visibility obtained in the dispersion-limited case of
Fig. 4-5(a). Together with the measurements for configurations of Figs. 4-5(b) and
4-5(c), we have clearly demonstrated nonlocal cancellation of dispersion in Franson
interferometry. Figure 4-6 shows a typical Franson interference pattern in terms
of raw coincidence rate against the sum of the two PZT voltages, which provides
a visual indication of the high quantum interference visibility. The two outermost
data points deviate away from the sinusoidal fit due to high non-linearity, of the
PZT actuator. Additionally, for configurations 4-5(a), (c), and (d), we measured the
Franson visibility at increasing pair generation rate. The results in Fig. 4-7 are in
good agreement with the theoretical relationship V ~ 1 - a [91]. At 99.6 ± 0.2%
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raw visibility
98.2 ± 0.3 %
99.4 ±0.3 %
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99.6 ± 0.2 %
we have achieved near-unity Franson visibility that is limited only by the mean pair
per gate a = 0.24% and the remaining accidental coincidences with experimental
uncertainties. Note that successful cancellation is consistently maintained at each
measurement with different a.
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Figure 4-6: Raw coincidence rate versus the sum of two independent PZTs for the
nonlocal cancellation configuration in Fig. 4-5. Error bars are based on one standard
deviation of 100 measurement samples each with an integration time of 0.1 s. The
solid line represents a sinusoidal fit.
The raw visibility we measured via dispersion cancellation represents a signifi-
cant violation of Bell's inequality by 145 standard deviations. We believe it is the
highest violation ever reported for Franson interferometry, and for the first time the
measured quality of time-energy entanglement is at the same level as that of its po-
larization counterpart [94, 56]. Maximal violation of CHSH inequality is essential
in quantum information applications, including certified random number generation
[109], remote state preparation, and quantum repeaters. Our primary application
of interest is high-dimensional time-energy entanglement-based QKD where multiple
time bits are encoded per photon-pair coincidence. Achieving near-unity Franson
visibility can significantly improve the secure key rate by putting a tighter bound on
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Figure 4-7: Measured raw Franson visibility versus generated pair per gate, for local
(upper panel) and nonlocal (lower panel) cancellation configurations. Error bars are
based on one standard deviation of 100 measurement samples each with an integra-
tion time of 0.1 s. The linear fits (solid lines) represent the V = 1 - oz functional
dependence.
Eavesdropper's accessible information, as we will show shortly. Another immediate
nonlocal cancellation application is on-chip Franson interferometric measurement in
which a semiconductor waveguide-based MZI possesses a significant imbalance of dis-
persion between two highly unequal paths, and such a GVD mismatch is difficult to
cancel locally and quickly. It is thus desirable to keep the on-chip MZI as one arm of
the Franson interferometer, and apply nonlocal dispersion cancellation at the remote
arm by implementing a fiber-based MZI whose dispersion can be easily engineered to
cancel the on-chip dispersion.
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4.4 Franson interferometry for high-dimensional QKD
Since [68], analogy has been made between Franson interferometry and Bell's' in-
equality test for measuring the quality of time-energy entanglement. However, a
more rigorous proof has not been shown so far that Franson interferometric visibility
is indeed equivalent to the quality of time-energy entanglement. This is in contrast
to he CHSH measurement of polarization entanglement, in which the experimental
parameter S provides a quantitative measure of entanglement quality with a maxi-
mally entangled Bell state yielding S = 2/2. The difficulty in establishing a similar
measure for time-energy entanglement based on Bell's theorem lies in the fact that
time-energy is continuous-variable (CV) entanglement while the general framework
of Bell's test is based on discrete variable measurements.
The entangled state of one signal-idler photon pair generated from the CW-
pumped SPDC can be written in the time domain as
// (tA+tB)2 (-t)2 (tA+tB)
|#) = dtdtBe t 16T2 e 4-B e -P 2 x atA(tA)aB(tB)0)AO)B, (4-9)
where the signal photon is measured by Alice (denoted by the subscript A), the idler
photon is measured by Bob (denoted by B). This state has a Gaussian wave function
with two characteristic time scales. The first is the long pump-coherence time T,
which is on the order of 100 ns to ps. The second is the short biphoton-correlation
time r, which is typically in the range of picoseconds to sub-picoseconds. Clearly, the
quantum state in Eq. (4.9) is CV entangled, in which two photons are correlated in
time domain, and anti-correlated in frequency domain where time and frequency form
a pair of conjugate bases. By introducing the time operator tm and the frequency
operator Jn, where m, n E {A, B}, we have the following commutation rule
[im, L7n] = i6m,n. (4.10)
We note that such a quantum state is two-mode time-frequency squeezed because
tA + tB and WA - WB are anti-squeezed, and tA - tB and WA + WB are squeezed.
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Arguably, the most convenient and established method to completely characterize
the CV entangled state in Eq. (4.9) is based on its time-frequency covariance matrix.
In our case, this covariance matrix is of the form
0
,O _jAA _YAB (4.11)
0 0
JBA 'YBBJ
where
_YAA 
1
L2T 4r2  1
-0 [ 2+T2 0
TYAB
0 [-{T2+T2 -10 1
-BA 16T2
0 -
2 + T2 0
0- 4 (4+12
In the context of QKD, we consider Eve's most general attack, in which she inter-
acts her sub-system with the photons sent by Alice to Bob in an arbitrary way. Here
we only focus on the collective attack, in which Eve performs individual interactions
with each photon sent to Bob and an overall measurement. It has been proven that
the security of collective attacks asymptotically approaches the security of the most
general coherent attacks [110]. Suppose in a QKD experiment, we can measure the
covariance matrix describing the state shared between Alice and Bob after Eve's in-
teraction. Then for a given covariance matrix, it has been proven that Eve's optimal
attack is Gaussian [111, 112], implying that Alice and Bob's state PAB and Eve's state
PE are both Gaussian states characterizable by their respective covariance matrices.
Moreover, Eve's attack introduces excess noise and decreases the correlation between
Alice and Bob's measurement results. In a realistic experiment, the excess noise either
comes from the channel or Alice and Bob's imperfect measurement apparatus. Unless
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we have complete knowledge and control over the imperfections of the measurement
apparatus, we have to assume that all excess noise and the decrease in the correlation
between Alice and Bob's observables are controllable by Eve. Under this assumption,
we then attempt to compute the bound of Eve's accessible information.
The secret-key capacity per photon under Eve's collective attack is of the form
AI = /I(A; B) - X(A; E), (4.13)
where 3 is the reconciliation efficiency of the error-correction code, X(A; E) is the
Holevo information for Eve given by
x(A; E) = S(pE) dtp(tA = t)S(pE tA = t), (4.14)
with S(p) the von Neumann entropy of the quantum state p. Under current consid-
erations and the fact that Alice, Bob and Eve's overall quantum state PABE is a pure
state, Eq. (4.15) can be reduced to the form
x(A; E) = S(PAB) - S(pB It) (4.15)
The calculation of Eve's Holevo information requires the knowledge of Alice and
Bob's covariance matrix after Eve's interaction, which is expected to be perturbed
with respect to their original covariance matrix Eq. 4.12 without Eve.
'TAA AB AA (1 ~ y()41AB
l' (4.16)
LBA TBB I L q)_BA ( + 0 IBB_
where r is the decrease in the correlation, and E is the excess noise. We note that the
submatrix YIA that represents auto-correlation of Alice's photon remains unchanged
because Eve does not have access to that photon. In sum, the experimental task is
for Alice and Bob to use Franson interferometry to determine 7 and E, from which
Eve's Holevo information can be calculated. The detailed computation of x(A; E)
can be found in [119].
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4.4.1 Extracting frequency-correlations by Franson interfer-
ometry
In the previous discussion, we have shown in great detail the construct of a Franson
interferometer. The analysis also led to the expression for Franson coincidence C(t)
in Eq. (4.7). However, since the coincidence window using our InGaAs SPADs is
much larger than the biphoton correlation time of our source, the actual measured
coincidence rate in one time bin is an integration of all time modes within that time
bin.
~to+LAt
Rbin = t C(t jdt (4.17 )
where the coincidence detection window is from to to to + At. Furthermore, in a time
frame consisting of N time bins, the total Franson coincidence rate is simply the sum
of individual coincidence in each bin. Following this straightforward argument, it can
be readily shown that the total Frame coincidences reads
Rtot oc dwsdwj(cos2(0 +pAT ) x ate4eS). (4.18)
Note that we have dropped the dispersion terms assuming dispersion cancellation is
built into the interferometer. The most important observation from Eq. (4.18) is that
Franson interferometry measures the linewidth or equivalently the coherence time of
the pump field, as indicated by the wpAT term inside the cosine function. In other
words, Franson visibility indicates the amount of frequency anti-correlation between
the photon pair: for a perfectly monochromatic pump, the signal, idler frequencies
are completely anti-correlated, and the resultant Franson visibility would be 100%;
for a pump with finite linewidth, the Franson visibility would be less than unity due
to an imperfect frequency anti-correlation. To illustrate this further, we make Taylor
expansion of the cosine term in Eq. 4.18 and rewrite in terms of frequency detunings
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= w , - wp/2, so the maximum and minimum Franson coincidence rates read
Rmax Oc dusdc([4 - (Qs + Qi) 2 AT 2] X ^t-tdi&s)
Rmin OC JdAdWi((07 +Qi)2AT2 x % ia.), (4.19)
where we have used (Q. + R) = 0 when Eve performs a symmetric attack to gain
maximal information. It follows then the expression for the measured Franson visi-
bility
V'= Rmax - Rmin
Rmax + Rmin
1 f d,qi((+ Q,)2 T2-t& i)
=1 1 f . (4.20)
2 f d dw (ti3& dw)
To bound Eve's information, the relevant components in the covariance-matrix are
the frequency variances of the signal and idler light and the frequency covariances
between the signal and idler light. The former is defined as
S2 f dwsdwi(ga aid & 5)(i) = d S (4.21)f dousdwj(&stajtaja-s)
The signal-idler frequency covariance is defined as
fdwsdwj(Qsjtthtt&sd)
Wds) = ) (4.22)f ladi~i a a,
Therefore we can establish the relationship between frequency variance and covariance
to the measured Ranson visibility
(2) + 2 +( 2(1 - V')(W,2) + 2( i) +(y) = A T2 .(4.23)
In a QKD experiment, Eve's interaction does not have any effect on (CZ2). Therefore,
the Ranson visibility can be used to bound the change of covariance or the variance
of c2j due to the channel excess noise exploitable by Eve. Based on characterization
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of the source, the initial frequency variance and covariance are precisely computable
from the spectra measured in Fig. 4-4, therefore we have the following inequalities for
the frequency variances after Eve's interaction
< 2(1 - V')
S AT 2  - 2s)- () (4.24)
1 2(1 - V') _ p2) 
- )]. (4.25)
\Ws) s 2 AT 2
Accordingly, the excess noise can be found by comparing the variance and covariance
before and after Eve's interaction.
rcZ2 1 - - ), (4.26)
E = - (4.27)
It should be pointed out that so far we have only considered correlations in the fre-
quency domain, while in a complete covariance matrix there are other components
pertaining to time correlations, such as the variance of the photon arrival time of
Alice or Bob's photon, and the time covariance between Alice and Bob's photons.
Correspondingly there are changes in the amount of time correlation after Eve's at-
tack. However, since Eve is assumed to have the purification of the entanglement, the
resultant pure state between Alice, Bob and Eve after Eve's attack on two-photon
time correlation would strictly prevent her from having any knowledge of the symbols
encoded in time. Because were she able to know the symbol through any local mea-
surement, then the shared state between Alice, Bob and Eve would have not been a
pure entangled state. This observation means that Eve could not gain any informa-
tion by attacking the time correlations between Alice and Bob's photons, providing
that the keys are exclusively encoded in the time basis in QKD. This argument then
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allows us to further specify the excess noise parameters q and E in Eq. (4.16) as
0 0
0 0
S=.(4.28)
For a given Franson visibility, setting one noise parameter q, or E" will completely
determine the value of the other parameter. Therefore, to calculate x(A; E), we scan
the value of rI in the range bounded by Eq. (4.24), and compute the maximal amount
of information Eve can obtain.
4.5 Summary
In this chapter, we have rigorously investigated the effect of dispersion in nonlocal
Franson interferometry. For the first time, we have demonstrated cancellation of
femtosecond-level dispersion in a strictly nonlocal sense without any classical analog,
and recovered a nearly perfect Franson quantum interference visibility that represents
the highest level of entanglement quality ever measured so far for time-energy entan-
gled photons. Dispersion-canceled Franson interferometry is relevant to a range of
temporal measurements and applications exploiting time-energy entangled states of
light.
For high-dimensional QKD, we have shown that the final secure key rate, after
taking into account Eve's collective attacks, could be rigorously analyzed using the
covariance matrix method. We have found that the measured Franson interference
visibility quantifies the amount of frequency anti-correlation between Alice and Bob
undermined by the excess noise of the channel. Given Alice and Bob's Franson in-
terferometric measurement, one can bound Eve's accessible information by observing
the amount of change in the frequency variance and covariance values, hence establish
the security of the QKD based on high-dimensional time bin encoding.
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Chapter 5
Demonstration of high-dimensional
entanglement-based quantum key
distribution
5.1 Introduction
As we have mentioned in chapter 1, in contrast to conventional quantum key distribu-
tion (QKD) that uses a discrete two-dimensional Hilbert space for key encoding (e.g.,
the polarization state of a photon), high-dimensional QKD uses a larger state space
(e.g., multi-levels of a continuous-variable degree of freedom) to encode multiple bits
in a single photon and thus increases photon information efficiency. The encoding
scheme of particular interest to us is by time-binning the arrival of a photon within a
predefined time frame. This scheme allows us to flexibly engineer the dimensionality
of the temporal state space, meanwhile taking advantage of the low transmission loss
and decoherence of photons during fiber-optic distribution.
Time-energy entanglement produced by continuous-wave (CW) spontaneous para-
metric downconversion (SPDC) is an ideal candidate system to realize high-dimensional
time-bin encoding, in the sense that the arrival times of SPDC photon pairs are per-
fectly correlated and the large time-bandwidth product of SPDC permits an extremely
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high dimensionality up to d = 106 (20 bits per photon). Previously, [63] reported a
preliminary demonstration of large-alphabet time-energy entanglement-based QKD,
generating up to 10 raw bits per pair coincidence. However, a number of critical
components for QKD were missing in that work. First, the demonstrated secrecy by
violation of Bell's inequality in Ranson interferometry is only good for Eve's Gaussian
positive-operator valued measurement (POVM) attack, and no security is established
for general types of attacks. Second, error-correction and privacy amplification steps
were not implemented, making the QKD incomplete, and neither the information
gained by Eve nor the final secure bit rate between Alice and Bob could be esti-
mated. Lastly, the hardware components, including the entangled photon source,
Franson interferometer and single photon detectors were not specifically tailored for
high-dimensional encoding. This is evident from the extremely low throughput (<60
bits/s) of their system. The resultant QKD performance appeared to be inferior to
that of conventional polarization-qubit QKD systems, therefore providing little jus-
tification why high-dimensional encoding should be adopted in the first place. It
should be mentioned that there are independent efforts by a team from Duke uni-
versity working on high-dimensional QKD under the same DARPA InPho program.
They proposed to use a network of Ranson interferometers that improved sensitivity
against Eve's POVM attacks [113]. However, no experimental implementation has
been reported by their team at the point of this writing.
To better demonstrate the advantage and practical impact of high-dimensional
QKD, various hardware and software components need to be carefully designed and
optimized. From a theoretical point of view, a time-energy entanglement-based sys-
tem belongs to a special class of continuous-variable (CV) QKD protocol, whose
general performance is known to depend critically on the transmission efficiency of
photons, as well as the measured photon correlations between Alice and Bob [120, 75].
In chapter 3, we have developed an efficient source of time-energy entangled photons
by extracting the exact conjugate mode pairs from a PPKTP nonlinear waveguide.
In chapter 4, we have reported the measurement of near-unity Ranson interference
visibility by cancelling the fiber group-velocity dispersions inside each arm of the
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interferometer. The result represents near-perfect time-energy entanglement quality
that is useful to tightly bound Eve's accessible information. In this chapter, we inte-
grate the different components to realize complete high-dimensional QKD protocols.
The system-level performance is to be evaluated against theory. Meanwhile, it is also
important to understand the optimal limits that our QKD protocols can achieve using
realistic experimental apparatus.
Previously, we indicated that high-dimensional QKD could greatly outperform
conventional binary encoding in two scenarios. One happens when the photon flux
reaching the receiver falls well below the maximum resolvable rate of the detector,
thus high-dimensional encoding enhances the key rate by making more efficient use
of the otherwise idle detection resource. Another scenario is when the photon flux ex-
ceeds the maximum count rate (inverse of the detector reset time); then multiple-bit
encoding also improves the QKD throughput by increasing the information capacity in
each photon detection. In this chapter, we first implement a QKD protocol that uses
SPDC photons for both key generation and Franson security measurement. Because
the source operates in the very low flux regime to maintain high entanglement qual-
ity and Franson visibility, this protocol is effectively photon-flux limited. Therefore
high-dimensional QKD is expected to deliver better rates than binary schemes just
as in the first scenario above. Later in the chapter, we implement another QKD pro-
tocol that uses attenuated classical-noise light to encode information while randomly
using SPDC photons for Franson security check. In the second protocol, there is no
constraint on photon generation from the classical source. So it is essentially detector
limited, with a maximum count rate of our system being -12 Mcps due to a 80 ns
dead time of the timing electronics. In this latter case, again, high-dimensional QKD
is expected to be advantageous over binary encoding by extracting more information
out of each detection event.
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5.2 High-dimensional QKD using SPDC photons
5.2.1 QKD protocol
We implemented a time-frequency entanglement-based QKD protocol based on [63].
Entangled photon pairs generated from a CW pumped SPDC source are sent to Alice
and Bob through fibers. The photon source is with Alice, so Eve only has access to
the photons sent to Bob. Alice and Bob share a publicly synchronized clock that
they use to align their time bins. Then they align their respective time bins into
time frames of a mutually agreed size N, which is the dimensionality of the QKD
state space. The idea is that for each synchronized frame, Alice and Bob randomly
and independently choose to measure the arrival bin position of the received photon
either directly, for key encoding, or after going through their respective arms of the
Franson interferometer. After quantum communication, Bob publicly announces to
Alice the type of measurement he performed in each frame, thus allowing Alice to sift
keys from frames in which both of them have performed key extraction.
The full protocol, hence, consists of two operations: key extraction and security
check. The random choice between the two operations by Alice or Bob can be im-
plemented by a passive fiber beam-splitter that sends the incoming photons either
into the Franson interferometer or directly into a single-photon detector. For key
extraction, Alice and Bob record the arrival time-bin of the photon pairs from the
source. After the quantum communication, Alice and Bob perform error correction
on the frames in which they both detect at least one photon. The result is a string of
error-free random bits shared between Alice and Bob, which constitutes the key. To
establish security of the protocol, Bob records his interferometer phase setting and
the arrival time-bin of the photon after Franson interference, and announces to Alice
after the communication. Then together with her own Franson measurement result,
Alice extracts the Franson visibility, calculates the frequency correlation, and obtains
an upper bound on Eve's accessible information using the covariance matrix method
detailed in chapter 4. The final secure keys are obtained after privacy amplification,
which removes the information accessible to Eve from the error-corrected bits.
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5.2.2 Experimental setup and key distillation procedure
Figure 5-1 shows the schematic of the experimental setup for the time-energy entanglement-
based QKD. We used the waveguide source developed in Chapter 3 and applied non-
local dispersion cancellation method in Chapter 4 to the fiber Franson interferometer.
The experimental setup closely reassembles that in Fig. 3-3, except that the switches
are replaced by two 50-50 fiber beam splitters (BS). The source was pumped by a
diode laser (Toptica DL Pro 100) that has a linewidth of ~5 MHz. Again we used
two pairs of self-differencing InGaAs single-photon avalanche photodiodes (SPADs),
one with high-duty-cycle sinusoidal gating for key generation, and the other with
high-resolution square-wave gating for monitoring security in Franson interferometry.
We operated the SPADs at a gating frequency of 628.5 MHz (1.6 ns time bin). Each
detection event by Alice and Bob was time stamped and recorded by the time-to-
digital converter (TDC) (Hydraharp 400). The TDC time base was locked with that
of the detector gating signals. By characterizing the delay between the signal and
idler channels beforehand, we thus synchronized Alice and Bob's detections.
fiber
waveguide coupling
copigPBSL
BPF - -------- - -------
single mode fiber
electrical cable
sine gate LIL square gate Bob
Figure 5-1: Schematic of the experimental setup for high-dimensional QKD using
SPDC photons. Upper branch of both splitters are for direct key extraction where
the SPADs used sinusoidal gating for higher coincidence rates. Lower branch of the
splitters are for Franson interferometry where narrow square-wave gating was used
for better visibility. All SPADs were gated at 628.5 MHz. The Franson interferometer
consists of two unbalanced Mach-Zehnder interferometers, which are constructed us-
ing 50-50 fiber beam splitters. BPF: band-pass filter, PBS: polarizing beam splitter,
TDC: time-to-digital converter.
The extraction of multiple bits from each coincidence detection was done off-
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line after data recording. We first converted Alice and Bob's raw timing data into
sequences of time-bin positions i for a frame size of N time-bins, where i = 0, 1, 2...N-
1. Each time-bin position is also known as a symbol, which can be mapped to
k =log2 N binary bits. Only frames in which both Alice and Bob have at least one
detection were kept for further processing, and the rest of the frames that contain no
coincidence were discarded. It should be pointed out that the TDC in our experiment
has a dead time of 80 ns (no data can be recorded for 80 ns after each detection).
Unless sequential switching between multiple TDCs are implemented, this dead time
is longer than the frame durations in our experiments (at most 51.2 ns for 32 bins).
Hence, in those frames containing coincidences, there is one and only one detection
by either Alice or Bob, and no multiple detections take place in a frame. This channel
property has important implications for the design of error-correction coding, which
will be mentioned briefly below.
In a QKD protocol, error correction, also known as information reconciliation, is
a step in which Alice and Bob communicate over an authenticated public channel to
extract error-free bits from the raw sequences of bits that they independently have
without leaking those bit values to Eve. Alice and Bob's symbols are largely identical
due to the temporal correlation of entanglement. However, there can be two types of
errors in the raw symbols. First, due to transmission loss, Alice and Bob's detections
may come from different photon pairs, resulting in their detected time-bin positions
being different; we call this uniform error. Second, due to detector timing jitter,
their detection positions can differ by one time bin; we call this jitter error. In our
experiment, the timing jitter of InGaAs SPADs defined by the effective gate width
are much less than the time bin duration of 1.6 ns. Therefore there is no jitter error,
so that uniform errors due to multiple pairs in a frame are dominant in our QKD.
A well known one-way reconciliation scheme is to apply a Slepian-Wolf code. [114].
In this scheme, Bob sends a message R that is a deterministic function of his se-
quence of symbols iB to Alice; Alice ther tries to recover the sequence iB based on
R and her own sequence iA. The implementation of Slepian-Wolf scheme for our
high-dimentional QKD requires efficient linear N-ary channel codes, such as Reed-
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Solomon (RS) or a low-density parity check (LDPC) code. However, the RS code
has its blocklength limited by the relatively small frame size N in our QKD, and it
is inefficient when error rate is high [115]. On the other hand, LDPC code is more
efficient than RS code, but it only works well with extremely large N [116].
In this demonstration, we adopt a custom-designed error-correction code (ECC)
developed by Zhou et al. [117] for large-alphabet QKD. Their code is based on a
layered scheme that successively applies LDPC binary error correction on all bit layers
of the symbols. [117] shows that the independently-encoded layered ECC has high
reconciliation efficiency and yields key rates approaching the theoretical limit even at.
high error probabilities. For comparison, an RS code is only efficient when the error
rate is at a few percent level (-5%), above which the reconciliation efficiency drops
quickly to zero. More detailed information on this layered error-correction code can
be found in [117]. After error correction, the last step is to estimate Eve's accessible
information based on the measured Franson visibility, from which the final secure key
rate can be obtained.
5.3 Results and discussion
Two experimental parameters are critical for achieving a higher secure bit rate. The
first is the pair generation number per bin (or per gate) a, which largely determines
the Franson visibility that, in turn, bounds Eve's information gain. The second is the
frame size N, which defines the raw bits per symbol log 2N. These two parameters
together determine the symbol error rate (SER), which in the current QKD scheme
is dominated by uniform errors due to multi-pair generation. Table 5.1 lists a set
of experiments for testing optimal a and N values. The fiber beam splitters are
temporarily removed, and no Franson interference was performed in this set of mea-
surements. Note that the detector efficiencies were also varied to reveal any possible
impact of detector afterpulsing on the SER.
For the same frame size N = 10, the RS code performs efficiently when SER is low,
yielding 2.52 error-free bits per pair coincidence at a = 0.5%. However at a higher
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a Frame size N System efficiencies SER bpp bits/s ECC
0.5% 10 7.7% + 8.6% 3.7% 2.52 107 kbits/s RS
0.5% 16 7.7% + 8.6% 8.4% 3.0 137 kbits/s LDPC
1.2% 10 9.6% + 11.2% 7.7% 1.67 310 kbits/s RS
1.2% 10 9.6% + 11.2% 7.7% 2.15 399 kbits/s LDPC
1.2% 16 9.6% + 11.2% 13.5% 2.25 417 kbits/s LDPC
Table 5.1: Optimization of experimental parameters for high bit rates.
SER of 7.7%, the RS code is noticeably less efficient than the layered LDPC code.
The highest photon information efficiency was 3 bits per photon (bpp) when a = 0.5%
with a frame size N = 16 (4 raw bits per symbol). Further increase in the frame size N
would not effectively improve the bpp because diminishing ECC efficiency at a higher
SER would quickly consume the gain in log 2N. We also note that bpp is not very
sensitive to small changes in detector efficiencies, which we set at 17% and 15% for the
measurements in the first two rows in Table 5.1. At lowered efficiencies, the detectors
had a dark-count probability of <1x10-5 per gate, and afterpulsing probabilities of
< 2%. Nevertheless, the improved noise performance of the detectors did not help
to lower the SER. On the contrary, higher detection efficiencies, even with slightly
worsened noise performance, could result in significantly increased bits/s rates, as
evident in the last three measurements in the table. In general, two conclusions
drawn are: first, to achieve a higher bpp, smaller photon pair number per bin a and
a moderately large frame size (N ~ 16) are required to maintain a low SER. Second,
to achieve a higher bits/s rate, higher detector efficiencies and smaller frame size with
a higher a are desirable.
In essence, we have found that bpp and bits/s are often conflicting parameters to
optimize in our QKD scheme. Nevertheless, the two regimes of operation (either high
bpp or high bits/s) can be dynamically set in post-processing without any change
in the hardware implementation: for the same pump power and thus a, the frame
size is arbitrarily configurable by partitioning the raw timing records differently, and
then applying the error-correction code for that particular frame size. This frame
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reconfigurability allows us to make optimal use of the available photon pair and
detection resources for achieving maximum QKD rates. Note that the coherence time
of the pump laser is -90 ns, which is upper limit of the frame size we can operate.
In most cases, the chosen frame size is smaller than the pump coherence time, thus
Alice and Bob only partially extract information out of all available information in the
time-energy entangled state. Nevertheless, Eve's accessible information is calculated
over the entire quantum state, and does not necessarily overlap with the information
Alice and Bob extract. Hence, the secure bit/photon rate we obtain is a lower bound.
Future work to resolve this incompatibility issue of frame size and coherence time
could potentially lead to tighter bounds on Eve's information and higher secure bit
rates.
To demonstrate the full QKD protocol, we placed the 50-50 beam splitters back
in the setup. Though we did not implement it, the splitting ratio in principle can
be optimized to couple more photon flux to the sinusoidally gated detectors than the
Franson interferomter to yield a higher QKD throughput. Table 5.2 summarizes the
operating parameters of this QKD experiment.
Parameter Value
Pair per bin a 1.2%
Frame size N 16
System efficiencies 4.8% + 5.6%
SER 13.9%
ECC LDPC
IAB 2.2 bpp
Franson visibility 99.5±0.2%
X E 0.1
Secure bits/photon 2.1 bpp
Secure bits/s 91.7 kbits/s
Table 5.2: Operating parameters for QKD using SPDC photons
The system efficiencies were half that of the previous measurements due to the
presence of the 50-50 beam splitters. Nevertheless, the SER was not significantly
affected, and we could achieve 2.2 bpp after error correction. In addition, thanks to
the narrow gate width of square-wave gating, even though the pair number per bin is
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relatively high, we could still measure a near-unity Franson visibility of 99.5% that was
only limited by the multi-pair events (~0.3%) and remaining accidentals (~0.25%).
This high visibility gives rise to a tight bound on Eve's accessible information of
at most 0.1 bit out of the entire entangled state with a coherence time -90 ns.
Overall, we demonstrated entanglement-based QKD with 91.7 kbits/s secure key
rate by encoding 2.1 secure bits per pair coincidence. The result shows a significant
improvement over prior entanglement-based QKD systems, which typically yield only
a fraction of one secure bit per symbol [120]. It is important to show the optimality of
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Figure 5-2: Plot of error-corrected bits per photon (bpp) rate against frame size N.
Triangles represent the theoretical limit of mutual information. Squares represent the
actually bpp rate after error correction using layered LDPC code.
our QKD configuration given the source and detector resource. By keeping the same
a, we test different high-dimensional encoding configurations by varying the frame
size. Figure. 5-2 plots the error-corrected bpp rate as a function of frame size N.
The theoretical maximum mutual information is 2.66 bpp at N=16. Then the bpp
rate saturates and eventually decreases with increasing frame size. This limitation
is fundamentally caused by the Poissonian statistics of the entangled photon pairs
whose error-inducing multi-pair components become significant when the mean pair
118
number per frame gets high. Note that at N=16, we have operated the QKD system
at the optimal point even though the frame size is smaller than the pump coherence
time. This scheme clearly outperforms the binary encoding case at N=2 with a
30 kbits/s QKD throughput. Therefore we successfully demonstrated the benefit of
high-dimensional encoding when the photon-pair coincidence count rate is severely
limited.
Additionally, we performed QKD experiment with all detectors operating at 1.26
GHz gating frequency. As discussed in Chapter 3, Section 3.4, higher detector gating
frequency yields encoding with more bits per pair coincidence due to lower multi-pair
probabilities in each time bin. In this case, the effective gate width was 108 ps, and
the pair number per gate is a = 0.33%. We set a frame size of 64 bins. The measured
SER was 14.0%, which resulted in an error-corrected bit rate of 4.15 bpp. With the
same Franson visibility and XE = 0.1, the secure key rates were 4.0 bpp and 88.4
kbits/s. In principle, further increasing the detector gating frequency could lead to
even higher bpp rate. However, the detector efficiencies are generally lower at > 2
GHz gating frequency, subsequently the QKD throughput will not be better than
that with the 628.5 MHz gating.
5.4 High-dimensional QKD using classical sponta-
neous noise and SPDC photons
To go beyond the secure key rate attainable using only SPDC entangled photons, we
have to overcome the scaling of SER with frame size in the previous protocol. Ide-
ally this can be realized using true single-photon sources or high-efficiency heralded
single-photon sources so that the multi-pair component can be effectively blocked
[119]. However sources of such kinds are not available today due to various tech-
nological limitations. Instead highly attenuated laser pulses are commonly deployed
in the prepare-and-measure protocols like BB84. The weak laser pulses are easy to
generate and have resulted in some of the highest QKD key rates to date [121]. For
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multiple bpp encoding, we can implement a high-dimensional analog of BB84 by
pulse-position modulation of attenuated light pulses. In such a single-photon PPM
scheme, the symbol errors arise from dark counts and afterpulsing of the detectors
rather than the multi-photon statistics of the weak laser light. Therefore the frame
size can be set arbitrarily large without proportionally increased SER. To establish
security of this weak-pulse PPM scheme, we could seek the mutually-unbiased bases
(MUB) type of security as in BB84 using dispersive optics [119]. However the ex-
perimental implementation of dispersive-optics QKD remains impractical because its
security relies on sub-picosecond detection resolution that is far beyond reach of to-
day's detector technology. The only alternative security for high-dimensional QKD is
based on Franson quantum interference. Therefore in order to implement QKD using
weak pulse PPM, an entangled photon-pair source needs to be incorporated into the
protocol in order to demonstrate violation of classicality in Franson interferometry as
a security measure for quantum communication.
5.4.1 QKD protocol
We consider a high-dimensional QKD protocol that utilizes two different sources. A
classical amplified spontaneous emission (ASE) source is used to generate key and a
SPDC source is used to perform a security check via Franson interferometry. Instead
of laser light, ASE source has a wide spectral bandwidth that can be narrowband
filtered to mimic the spectrum of SPDC light. For each time frame, Alice randomly
chooses from the two sources to send a photon to Bob. After quantum communica-
tion, she publicly announces the frames in which she has sent a SPDC photon for
security check, and the rest of the frames with ASE photons. In each frame, Bob
also randomly chooses to measure the photon either using Franson interferometry
for security analysis or to measure the arrival time-bin for key extraction, and then
publicly announces the type of measurement he performed for each frame.
The full protocol again consists of two operations: key extraction and security
check. Alice and Bob randomly choose to perform one of the two operations using
an optical switch. For key generation, the following steps are executed: Step 1: We
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define a time frame duration of Tf consisting of N time bins. Alice first spectrally
filter the ASE light to have the same spectral bandwidth as SPDC photons. She then
feeds the filtered ASE light to an intensity modulator to perform PPM, so only one
time-bin in a frame is occupied by a photon. Then the mean photon number per
frame is the same as the photon number per bin aPPM. After PPM, Alice uses a
switch to send randomly either the ASE photon or the signal photon of the SPDC
photon pair to Bob. Step 2: Bob receives the photon from Alice. If he decides to
extract the key, he uses a single-photon detector and records the arrival time-bin of
that photon in the frame. Step 3: After the quantum communication, Alice and
Bob perform error correction and privacy amplification on the frames in which ASE
photons are sent and received.
For the security check, the following steps are executed: Step 1: Alice sends the
signal photon from the SPDC to Bob while keeping the idler photon. Step 2: Alice's
idler photon goes to her arm of the Franson interferometer, and she records the ar-
rival time-bin after Franson interference. Step 3: Bob sends the received photon to his
arm of the Franson interferometer and records the arrival time-bin of the photon after
Franson interference. Step 4: After the communication, Alice and Bob publicly com-
pare the time-binned coincident events from Franson interferometric measurement,
calculating the Franson visibility, and obtaining an upper bound on Eve's accessible
information.
5.4.2 Experimental setup
The experimental setup for QKD using two types of photon sources is shown in
Fig. 5-3. Alice used an erbium-doped fiber amplifier (EDFA) to produce ASE light,
which was first polarized using a fiber polarizer. She then sent the linearly polarized
ASE light into a 20-dB extinction-ratio (ER) intensity modulator for PPM. The
PPM pattern was a pre-programmed pseudo-random sequence that had exactly one
on-pulse in every N pulse positions. The pattern was loaded into a fast pattern
generator that drove the intensity modulator at 10.08 Gbps rate. After PPM, the
photons were attenuated by a variable attenuator to the level of appM photon per
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Figure 5-3: Schematic of the experimental setup for high-dimensional QKD using ASE
noise photons for key generation and SPDC photons for Franson interferometry. PPM
on ASE noise photons is performed using a 10 GHz, high extinction-ratio intensity
modulator driven by a pre-programmed pseudo-random pulse sequence. The ASE and
SPDC photons are switched randomly into the transmission fiber using an electro-
optical switch. The switch is driven by another pseudo-random binary bit sequence
with a switching ratio of 7:3 between PPM frames (containing ASE photons) and
Franson frames (containing SPDC photons). Bob splits incoming photons using a
50-50 fiber beam splitter, with one output going directly to a SPAD, and another
output going into Bob's arm of the Franson interferometer. All SPADs used are
gated with square-wave gates at 1.26 GHz. The path-length difference of the Franson
interferometer is 793 ps, which is exactly one period of the detector gating.
frame. On the other hand, SPDC photons were generated using the type-II PPKTP
waveguide, and the fiber-coupled signal-idler pairs were separated by a fiber PBS
with idler photons sent to Alice's arm of the Franson interferometer. Alice then used
a 1x2 optical switch to route either the SPDC signal photon or the attenuated ASE
photon into a 200-GHz bandwidth dense wavelength-division multiplexer (DWDM)
filter, and transmitted the spectrally-filtered output to Bob. The switch was driven by
a second pattern generator whose output was a pseudo-random binary bit sequence
at a rate of 1.26/N Gbps: bit '1' represented attenuated ASE photons being sent
to Bob, and bit '0, being SPDC photons. For convenience, we call the former PPM
frames, and the latter Franson frames. In this demonstration, we set a ratio of 7:3
between '1' and '0' bits so that 70% of the total are PPM frames. This ratio can
be arbitrarily set, but a higher value favors a higher QKD throughput rate. At Bob,
the incoming photons were sent to a 50-50 fiber beam splitter, with one output going
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directly to a square-wave gated self-differencing InGaAs detector at 1.26 GHz gating
frequency, and another output going into Bob's arm of the Franson interferometer.
Both Alice and Bob used square-wave gated (1.26 GHz gating frequency) SPADs for
their Franson interferometric measurements. The fiber path-length difference in each
arm of the interferometer coincides exactly with one detector gating period, AT=793
ps.
It is important to ensure that the photons from the ASE and SPDC sources cannot
be distinguished by Eve. The ASE photon and one half of a SPDC pair both are in
thermal states, so they exhibit the same photodetection statistics. The DWDM filter
has a Gaussian spectral shape with a 200-GHz (1.6-nm) bandwidth FWHM, which
coincides with the width of the central lobe of the signal spectrum in Fig. 4-4. In
this way, the photons from the two sources are spectrally identical after DWDM
filtering. We note that the Gaussian filtering also removed the broad pedestals in the
SPDC spectra in Fig. 4-4, which would have degraded the Franson visibility due to
dispersion. Thus in this experiment we do not need to apply dispersion cancellation
in order to achieve near-unity Franson visibility. In the setup, only standard SMF28
fiber was used for the Franson interferometer.
Because Alice actively switches between ASE classical light and SPDC quantum
light, raw data recorded by Bob needs to be sifted before a key can be extracted.
After Alice's announcement of the choice of her sent photons, Bob only performs
error-correction on the recorded timing data by his detector 1 during frames when
Alice sent ASE photons, and ignores any detection by detector 1 when Alice sent
SPDC signal photons. Similarly, Bob only keeps the time stamps by his detector 2
during frames when Alice sent him SPDC photons, and subsequently communicates
this data to Alice for constructing Franson interference statistics. For error correction,
the same layered LDPC code [117] was used. Then a bound on Eve's accessible
information was established based on the measured Franson visibility.
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5.4.3 Results and discussion
We first look at the Franson interferometric measurement in this QKD scheme. The
on-off switching by Alice effectively modulates the coherence time of the SPDC photon
pairs. The original two-photon wave function without modulation is that in Eq. (4.9),
with a coherence time defined by the pump laser linewidth. After the switch, the two-
photon state becomes
/t /(-tg) 2
]Tf dtAdtBe 4r2 aA BtA)atB) 0 A 10B, (5.1)
where Tf is the frame duration, which is much less than the pump laser coherence time.
Therefore the probability of a photon pair being generated is uniformly distributed
throughout one frame. For an interferometer with the long-short path difference of
one detector gate period, we expect a constant coincidence rate measured at every first
bin of a frame regardless of the phase settings. This absence of Ranson visibility in
the first bin is because no coincident photon pairs enter the interferometer prior to the
start of the frame to interfere with the pairs arriving during the first bin. Consequently
the overall Franson visibility averaged across the frame would be degraded, and this
degradation depends on the frame size: the smaller the frame, the more severe this
degradation is because of a higher weight of contribution from the first bin.
Figure 5-4 plots the experimental Franson visibilities for different frame sizes. We
clearly see that the degradation of visibility becomes more severe for smaller frames.
At extremely large frame size, such as N=512, this degradation is negligibly small.
The measured visibilities are in excellent agreement with the theoretical estimate
(solid curve) that takes into account the absence of visibility in the first bin. How-
ever, for a moderate frame size, the averaged frame visibility suffers from a few percent
degradation, making it inadequate to quantify the true quantum correlation between
the entangled photon pairs. A more accurate measurement is to resolve the Ranson
visibility in each time bin, and compare the result with the theoretical prediction. In
the inset of Fig. 5-4, we plot time-bin resolved Ranson visibilities for the frame size
N=10. Due to small probabilities of coincidence in one particular bin position, the
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Figure 5-4: Measured raw Franson visibilities as a function of frame size N. The
inset shows the time-bin resolved Franson visibilities in frames of N=10. Near-unity
visibilities are observed in all bins except for the first one. The low visibility in the
first bin is a result of rectangle-shape modulation of the two-photon wave function
by Alice's switch.
data acquisition took much longer time than measuring the frame visibility. Never-
theless, the results show near-unity visibilities in all time bins except the first one,
in which the visibility is limited to <10%. The residual visibility in the first bin is
mainly due to the small probability events where two Franson frames occurred con-
secutively, and perfect interference took place between photons in the last bin of the
previous frame with the first bin of the second frame. The results in Fig. 5-4 hence
show that, by setting aside the first bin, we could use the averaged visibility over the
remaining bins as a more accurate measure of the two-photon frequency correlation
to estimate Eve's accessible information.
For efficient key extraction in this protocol, it is important to operate the detector
with low afterpulsing probability, which is the dominant cause of symbol errors. To
achieve this, the detector was square-wave gated at 1.26 GHz producing narrow gate
width for reduced trapped charges. Moreover, we operated the detector at a higher
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temperature of 0 'C instead of -20 C for lower afterpulsing. Though the detector
dark counts were significantly higher at 0 'C, their contribution to the total SER
was still less significant than afterpulsing. Another potential cause of symbol error
is the leakage in electro-optic modulation. However, the combined extinction ratio
of -35 dB of the intensity modulator and the optical switch indicates a negligible
contribution by leaked photons to the SER. The key operating parameters for this
QKD experiment are listed in Table 5.3.
Parameter Value
ASE photon per frame appM 1.3
SPDC photon per bin aSPDC 0.5%
Frame size N 16
Detector gating frequency 1.26 GHz
Time bin size 793 ps
Detected photon rate 7.9 Mcps
Detector saturation rate -10 Mcps
SER 9.5%
ECC LDPC
IAR 3.0 bpp
Franson visibility (no first bin) 99.5t0.2%
XE0.1
Secure bits/photon 2.9 bpp
Secure bits/s 7.3 Mbits/s
Table 5.3: Operating parameters for QKD using hybrid photon sources
Each PPM frame on average was filled with 1.3 photons, which was much higher
than the photon number in every Franson frame. The use of a high ASE photon
number was to demonstrate the high throughput capability of our QKD system.
This photon number disparity does not compromise the security of this protocol if we
assume that Eve cannot measure the photon number in each frame without affecting
the Franson visibility. However, at such high aPPM, the multi-photon components
become significant, which allows Eve to implement photon number splitting (PNS)
attack by splitting off the extra photons and transmitting the remaining single pho-
ton to Bob without causing any detectable error. We note that even with Eve's PNS
attack secure keys can still be generated by statistically discounting all the multi-
photon events in the privacy amplification step of QKD. In fact, this was how we
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estimated the final secure bits/s rate in Table. 5.3 by only counting the frames con-
taining exactly one photon. At apMp=1. 3 , the single photon generation probability
is 35.4% based on the Poisson distribution.
A more efficient solution to address the PNS attack requires a modification of
the QKD protocol to incorporate the decoy-state strategy. For instance, Alice can
randomly prepare some of her PPM frames as decoy frames with a lower mean photon
number, for instance, aSPDC. Then by monitoring the channel transmission and SER,
Alice and Bob are able to detect a PNS attack as Eve does not know which frames are
decoys. The benefit of using decoy frames is most pronounced when the transmission
distance is long and photon loss is high. In our demonstration, the decoy strategy
would not help markedly due to the short fiber length and minimum transmission
loss.
Finally, with the parameters given in Table 5.3, we achieved a secure bit rate of
2.9 bpp with a key throughput 7.3 Mbits/s that is clearly higher than the highest
reported QKD rate to date based on the BB84 protocol [121]. It should be pointed
out that the current operation of this setup is not intended to achieve a maximum bpp
but to deliver an optimal QKD throughput. Since the afterpulsing-dominated SER is
constant with increasing frame size, we can expect a higher secure bpp performance
at larger N. However the QKD throughput would be low at very large N according to
R -og 2N/N. On the other hand, because the current detector count rate was already
close to saturation (~ 10 Mcps), reducing the frame size (e.g N=8, 4 or 2) would not
lead to higher key rates. To confirm this, we simulated the throughput performance at
varying PPM frame sizes while keeping all other parameters in Table 5.3 unchanged.
The result agreed with our prediction that the key rate peaks at N ~16. For N <16,
the photon count rate would be saturated by the detector. For N >16, the number
of PPM frames becomes fewer and the photon rate drops significantly below the
maximum counting rate of the detector, which implies inefficient use of the detection
resource.
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5.5 High-dimensional QKD systems deploying su-
perconducting nanowire detectors
So far we have shown two schemes of high-dimensional QKD, both of which employed
self-differencing InGaAs detectors. These detectors are capable of counting photons at
a very high rate (~100 Mcps) with a short dead time of a few ns. However significant
drawbacks of InGaAs SPADs are their modest efficiencies (typically 10-20%) and a low
duty cycle because of the periodic gating. In QKD using CW sources, InGaAs SPADs
can sometimes be disadvantageous in that they only sample a small portion of the
generated photon flux. Very recently, free-running superconducting nanowire single
photon detectors based on WSi have been demonstrated [118] with >90% detection
efficiency, extremely low (<1 cps) dark-count rates, and relatively fast ~50 ns reset
time with -150 ps timing jitter. This type of detection technology is particularly
beneficial for our high-dimensional QKD experiments, and opens up the possibility
of achieving very high throughput QKD with a high photon information capacity.
Therefore it is of great practical interest to extrapolate the performance of our QKD
schemes when WSi nanowire detectors are used.
First, for QKD using only a SPDC entangled photon source, secure bpp rate is
constrained by the SER that is fundamentally determined by the multi-pair proba-
bility. In this regard, WSi detectors do not help to increase the bpp rate. However
the use of WSi detectors will dramatically improve the QKD throughput, by approxi-
mately 200 times considering a 4.5 x increase in detection efficiency in both detectors
and 10x improvement in the frame rates (original one time bin of 1.6 ns can now
accommodate -10 bins).
Second, for the QKD system using both ASE and SPDC sources, the <1 cps dark-
count rate and the absence of afterpulsing in WSi detectors will lead to practically zero
SER. Thus we expect a nearly perfect information reconciliation that yields a secure
bpp very close to log 2N for any frame size N. Nevertheless, in order to maximize
the QKD throughput, the optimal frame size should be the one that is comparable to
the detector reset time of ~50 ns, in which case high-dimensional encoding becomes
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most advantageous by making full use of the available detection resource. Assuming
a time bin size of 150 ps, we plot the estimated QKD throughput as a function of the
secure bpp rate in Fig. 5-5. It is seen that the optimal key rate reaches ~33 Mbits/s
at a photon information efficiency of ~6 bpp.
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Figure 5-5: Estimated weak-pulse QKD throughput versus secure bpp rate when re-
alistic WSi superconducting nanowire detectors are employed in our high-diemsional
QKD system shown in Fig. 5-3. We assume the detectors have 90% detection effi-
ciency, 50 ns reset time, 150 ps timing jitter, and zero dark counts. We also assume
zero SER and perfect reconciliation. We assume the same performance of Franson
interferometry as when InGaAs SPADs are used.
5.6 Summary
In this chapter, we have demonstrated high-dimensional QKD protocols using two
different configurations by bringing together in the same setup the waveguide source,
InGaAs detectors and the dispersion-canceled Franson interferometer we have devel-
oped previously. The first system used SPDC generated entangled photon pairs for
both key extraction as well as Franson security check. We applied an efficient layered
LDPC error-correction code to reconcile the sequence of symbols between Alice and
Bob, yielding 2.1 secure bits per pair coincidence after privacy amplification. Up to 4
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secure bits per coincidence were also demonstrated by operating the self-differencing
InGaAs detectors at 1.26 GHz gating frequency. The QKD throughput is currently
91.7 kbits/s using self-differencing InGaAs detectors. We expect a two-orders of
magnitude improvement in the key rate if the recently demonstrated WSi supercon-
ducting nanowire detectors are deployed in the setup. The second QKD protocol we
demonstrated utilized an ASE classical noise source to prepare time-bin encoded bits
through single-photon PPM, and SPDC photons were randomly switched in by Alice
to perform Franson interferometric measurement with Bob to monitor the security of
the quantum channel. In this hybrid source protocol, we achieved 2.9 secure bits per
photon and a high QKD throughput of 7.3 Mbits/s using InGaAs detectors gated at
1.26 GHz. Were WSi detectors deployed in the setup, we would expect an optimal
QKD rate of 33 Mbits/s at -6 secure bits per photon by taking into account the
detectors' 50 ns reset time.
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Chapter 6
Conclusions
High-dimensional quantum key distribution (QKD) is a promising technology that
allows multiple bits to be encoded in a single photon and distributed to two com-
municating parties in an unconditionally secure manner. Most conventional QKD
protocols use a discrete two-dimensional Hilbert space for key encoding (e.g., the po-
larization state of a photon), therefore the photon information efficiency is at most 1
bit per photon (bpp). On the other hand, high-dimensional QKD uses a larger state
space, in this thesis we have focused on using multi-levels of a continuous variable
degree of freedom to increases photon information efficiency. We have exclusively
investigated a particular time-domain encoding scheme by time-binning the arrival
of a photon within a predefined time frame. This scheme, which parallels the pulse-
position modulation (PPM) technique in classical optical communications, allows us
to conveniently engineer the dimensionality of the temporal state space, meanwhile
taking advantage of the low transmission loss and decoherence of photons during
fiber-optic distribution.
Time-energy entanglement produced by continuous-wave (CW) spontaneous para-
metric downconversion (SPDC) has been identified as a perfect candidate system to
realize high-dimensional time-bin encoding, in the sense that the arrival times of
SPDC photon pairs are perfectly correlated and the large time-bandwidth product of
SPDC permits an extremely high dimensionality up to d = 106 (20 bits per photon).
However, practical implementation of high-dimensional time-energy entanglement-
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based QKD remains challenging, and the previously reported demonstration showed
little improvement in QKD performance compared with conventional BB84 protocols
by using time-bin encoding. In this thesis, we have then examined in great detail the
hardware and software requirements for implementing a high key rate QKD system,
including various performance metrics of an entanglement source, precision of the in-
terferometric measurement apparatus, characteristics of the single-photon detectors,
and other necessary signal routing techniques. Eventually, the performance limits of
all hardware and software have been taken into account when analyzing the security
of high-dimensional QKD.
We have noted that the key to achieving high secure bit rates in high-dimensional
entanglement-based QKD is to operate the source with high efficiency and high en-
tanglement quality. Compatible measurement capabilities must also be available to
handle the high count rates and to confirm the high entanglement quality as a secu-
rity measure. We have developed a source of single-spatial-mode photon pairs at 1560
nm based on a PPKTP waveguide with nearly-lossless spectral filtering and approxi-
mately 80% fiber coupling. The waveguide source is fundamentally superior to bulk-
crystal sources because of the non-overlapping nature of the waveguide's spectral-
spatial mode structure. Using high count-rate self-differencing InGaAs SPADs with
either square or sinusoidal gating, we have measured raw key generation exceeding 1
Mbit/s with up to 3 bits per photon, and we have achieved raw Franson quantum-
interference visibility of >98% without subtraction of accidentals. The simultaneous
achievements of high count rate and high quality quantum interference represent a
significant improvement over previous systems. Together with proper error correction
and privacy amplification processing, our source-detector system is highly suitable for
implementing high-dimensional QKD with improved secret key rates.
Regarding the security of high-dimensional QKD, we have shown that the final
secure key rate, after taking into account Eve's collective attacks, could be rigorously
analyzed using the covariance matrix (CM) method by extracting the amount of
frequency anti-correlation between Alice and Bob from their measured Franson inter-
ference visibility. Given Alice and Bob's Franson measurement results, one can bound
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Eve's accessible information by observing the amount of change in the frequency vari-
ance and covariance values in the CM, hence establishing the security of QKD based
on high-dimensional time bin encoding. Numerical results have shown that near-unity
Franson visibility is required to tightly bound Eve's information gain such that secure
multiple bits per photon can be achieved between Alice and Bob. Therefore, we have
to improve our previous Franson interferometric measurement result by identifying all
possible sources of visibility degradation and devising techniques to overcome them.
In virtually all nonlocal measurements of entanglement, photons are expected to
be broadened due to temporal dispersion unless dispersion cancellation techniques are
administered. In this work, we have rigorously investigated the effect of dispersion in
nonlocal Franson interferometry. For the first time, we have demonstrated cancella-
tion of femtosecond level dispersion in a Franson interferometer without any classical
analog, and recovered a near-unity Franson quantum interference visibility that rep-
resents the highest level of entanglement quality ever measured so far for time-energy
entangled photons. Dispersion-canceled Franson interferometry is extremely relevant
to the implementation of high-dimensional QKD, in which Eve's presence can be
sensitively detected.
Finally by integrating together the waveguide source, InGaAs detectors and the
dispersion-cancelled Franson interferometer developed in this thesis work, we have
demonstrated high-dimensional QKD protocols using two different configurations.
The first system used SPDC generated entangled photon pairs for both key genera-
tion as well as Franson security check. We applied an efficient layered LDPC error-
correction code to reconcile the sequence of symbols between Alice and Bob, yielding
2.1 secure bits per pair coincidence after privacy amplification. Up to 4 secure bits
per coincidence were also demonstrated by operating the self-differencing InGaAs de-
tectors at 1.26 GHz gating frequency. The QKD throughput is currently 91.7 kbits/s
using InGaAs detectors. We expect a two-orders of magnitude improvement in the
key rate if the recently demonstrated WSi superconducting nanowire detectors are
deployed in the setup. The second QKD protocol we demonstrated utilized an ASE
classical-noise source to prepare time-bin encoded bits through single-photon PPM,
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and SPDC photons were randomly switched in by Alice to perform Franson interfer-
ometric measurement with Bob to monitor the security of the quantum channel. In
this hybrid source protocol, we achieved 2.9 secure bits per photon and a high QKD
throughput of 7.3 Mbits/s using InGaAs detectors gated at 1.26 GHz. Were WSi
detectors deployed in the setup, we would expect an optimal QKD rate 33 Mbits/s
at -6 secure bits per photon by taking into account the detectors' 50 ns reset time.
The two high-dimensional QKD systems we demonstrated have shown their clear
advantage over conventional binary QKD protocols in terms of both photon infor-
mation efficiency and overall throughput. More importantly, the results show that
high-dimensional QKD is a very useful technique for optimizing the performance of
realistic QKD implementations by making the maximum use of the available pho-
ton generation and detection resources. In particular, high-dimensional QKD thrives
most in photon-limited or detector-limited scenarios. The dynamic reconfigurability
of the size of the encoding time frame thus enables us to operate QKD at optimal key
rates, which should be of significant practical values for implementing future quantum
communication networks.
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